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Abstract— Recent years have witnessed enormous research
efforts on WiFi sensing to enable intelligent services of Internet
of Things. However, due to the omni-directional broadcasting
manner of WiFi signals, the activity semantic underlying the
signals can be leaked to adversaries for surveillance, as demon-
strated by our previous work. In this paper, we further extend the
attack capability of ActListener to impersonation attack, which
could eavesdrop on users’ behavioral uniqueness imperceptibly
using a WiFi infrastructure in any location of user sensing
area. In particular, ActListener detects each human activity and
converts the eavesdropped signals to that by legitimate devices
based on our proposed signal propagation models. To extract
noise-resilient individual behavioral uniqueness from converted
CSI of WiFi signals, we further add user identification models
into the substitute model set for training the signal pattern
calibration generative model. Experimental results demonstrate
that ActListener could achieve over 80% accuracy in activity
semantics retrieval and impersonation by using the converted
signals.

Index Terms— Imperceptible eavesdropping, activity recogni-
tion, user identification, WiFi signal.

I. INTRODUCTION

ITH the rapid development, Internet of Things (IoT)
has facilitated the intelligentization of various conven-
tional appliances (such as television, speaker, etc.), turning
them into smart IoT devices, with the assistance of preva-
lently deployed WiFi for network connection. Building on the
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basis of these pre-deployed infrastructures, enormous research
efforts have been put into exploring WiFi for non-intrusive and
low-cost sensing in IoT environments [1]. As its significant
growth, the number of household WiFi-connected devices has
grown rapidly. As investigated in a recent report [2], the
average US home has a full dozen connected devices, and the
number is expected to be 20 by 2025. And active investments
are also attracted by WiFi sensing to support the development
of related enterprises that develop artificial intelligence-based
automation solutions for residential buildings, such as Perspi-
cace Intelligent Technology [3]. All of these indicate the bright
future of WiFi sensing.

Following such a trend, many researches make efforts on
realizing WiFi-based activity recognition and user identifica-
tion for natural human-computer interaction and non-intrusive
privacy protection. Early work [4] demonstrates the feasibility
of using WiFi to recognize human daily activities, inspired
by which, following works [5], [6], [7], [8], [9], [10] explore
the sensing capability of WiFi on more fine-grained activity
and gesture recognition. Such systems not only enable users a
more natural interactive experience, but also explore users’
personal information by long-term tracing for personalized
and intelligent services [11], e.g., a user’s daily gestures
interacted with a specific appliance can be employed to
expose his/her gender, age, and even work efficiency. On the
other hand, recent research efforts [12], [13], [14], [15], [16]
further push WiFi sensing to individual identification area for
rigorous access control, extending the usage of WiFi sensing.
Both the coarse-grained activities [16], [17], [18] and fine-
grained finger gestures [12], [13], [14], [15] are explored to
realize WiFi-based user identification. These enable users to
conduct sensitive operations (such as accessing the privacy
system built on TEE, i.e., Trusted Execution Environment,
or online shopping) in a non-intrusive manner. With sustained
efforts and achievements, IEEE has even launched the IEEE
802.11 WLAN Sensing Study Group [19], and initiated to
add WiFi sensing as a basic technique in the coming IEEE
802.11 series standard (i.e., 802.11bf) [20].

However, the security concerns of these connected devices
gradually become the shadow behind their prosperity. Our
previous work [21] has revealed the WiFi’s omni-directional
broadcasting manner introduces the inborn vulnerability to
these systems. The omni-directional broadcasting WiFi sig-
nals could be sniffed by any device around the wireless
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communication range, leading to the activity semantics
leakage. Combining with the fact that many household WiFi-
connected devices suffer from imperceptible compromising
attacks [22], such a leakage introduces more significant threats
when we enjoy the convenience brought by WiFi sensing
techniques. Representative threats include leaking your pri-
vate information (such as your gender or behavioral identity)
to malicious neighbors, causing further crimes against your
property and even life.

Along this direction, this work aims to further investigate
the feasibility of eavesdropping on the omni-directional broad-
casting signal to retrieve individual identity for impersonation
attacks by pervasive WiFi infrastructures, on the basis of our
previous work. In this attack, we follow the same attack
scenario, i.e., an adversary has compromised one of widely
deployed WiFi infrastructures, which could be placed in any
location, as demonstrated to be common recently [22]. Using
the compromised device, the adversary eavesdrops on the
leaked signals interfered with by victim user. The adversary
can further employ the signature underlying the leaked sig-
nals to impersonate the legitimate user to conduct sensitive
operations, such as online shopping, which is similar to com-
promising the voiceprint recognition for shopping on Amazon
Echo. Different from our previous work facing the three chal-
lenges, including single device, unknown device location and
black-box attack, to realize the impersonation attack, we need
to further validate the feasibility of following problems. Finer-
grained features in converted signals: compared with activity
semantics retrieval, the impersonation attack relies on finer-
grained individual behavioral uniqueness, which is more easily
interfered with by ever-existed noises, indicating its difficulty
with converted signals. Signal injection for impersonation: to
impersonate a legitimate user, the adversary should be able to
access the target device or API to inject the signals, which is
unnecessary for activity surveillance.

In this paper, we extend the attack capability of ActListener
from activity surveillance to impersonation attacks, which
could eavesdrop on the airborne WiFi signal carrying legit-
imate user’s activity semantics and individual identities for
the attacks. Specifically, in this attack, an adversary either
has compromised one of the WiFi infrastructures in the
user’s space in advance, or is able to place his/her own
receiver in the user space. When the victim user performs
an activity between the transmitter and receiver following the
similar process of WiFi sensing systems, his/her transmitter
continuously transmits the omni-directional broadcasting WiFi
signals, which interact with the user’s body, and are received
by the legitimate receiver as well as the compromised device.
From eavesdropped signals, ActListener follows the previous
design [21] to detect signal segments induced by valid user
activity, and estimates the relative locations of the victim user
and his/her receiver from the adversary’s device for further
signal conversion. Then, ActListener converts eavesdropped
signals to that received by the legitimate receiver based on
their propagating signal models to obtain the activity semantics
uniqueness underlying WiFi signals. To extract noise-resilient
individual behavioral uniqueness from converted CSI of WiFi
signals, we further add user identification models into the
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substitute model set for training the signal pattern calibration
generative model. Finally, we implement several signal injec-
tion methods to transfer the converted signals to WiFi-based
user identification for impersonation attacks. Extensive exper-
iments demonstrate that ActListener is robust and efficient to
recover the signal carrying the legitimate user’s behaviors and
individual uniqueness, for enabling the activity surveillance
and impersonation with any compromised WiFi infrastructure.

We highlight our contributions as follows:

o We demonstrate ActListener, which could eavesdrop on
WiFi signals induced by user activities for retrieving
not only coarse-grained activity semantics, but also fine-
grained individual identity without prior knowledge of
the recognition model and device locations.

o We design an activity modeling-based signal conversion
method, which could recover received signals from a
legitimate receiver only based on eavesdropped signals
without acquiring model details in advance.

o We extend the generative model-based signal calibration
approach, which could resist the always-existed noises in
CSI of over-the-air WiFi signals to recover a robust signal
for both activity surveillance and impersonation attacks.

e We conduct experiments in real environments and the
results show that our recovered signal achieves an 88.4%
average a-similarity with originally received signals and
over 80% accuracy in activity semantics retrieval and
impersonation.

II. PRELIMINARY

In this section, we introduce the system model of WiFi
sensing, then illustrate the threat model of WiFi-based activity
surveillance, and show its feasibility study.

A. System Model

WiFi sensing has been widely investigated for natural
Human-Computer Interactions (HCIs) these years [4], [5], [6],
[71, [81, [9], [10], [23], [24]. Even with the increasing require-
ment for security and privacy in [oT environments, WiFi-based
user identification has also been widely investigated [12],
[13], [17], [18], [25], [26], including the access control of
interactive systems, and house-wide security protection. The
basic idea of WiFi sensing is to capture the human motions
using WiFi signal and explore the corresponding signal pat-
terns to recognize the human activities (e.g., coarse-grained
daily activities, fine-grained interactive finger gestures). Taking
advantage of the finer-grained sensing capability of Channel
State Information (CSI) [27], WiFi signals could even capture
the subtle behavioral uniqueness of distinct individuals and
contribute to realizing device-free user identification.

Principle. WiFi sensing usually consists of data collec-
tion, signal processing, feature extraction, classification model
training, and functional classification (i.e., activity recognition
or user identification and spoofer detection). Data collection
extracts CSI of WiFi signals interfered by human body with
commercial network interface card for behavior representation,
ie.,

(1)
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where Y (f) is the received signal, X (f)~! is the inverse
of transmitted signal X (f). In human activities, the human
body interferes with WiFi signals, leading to the change of
channel properties, which are exhibited in CSI amplitude and
phase. Then, signal processing eliminates unrelated interfer-
ence and unnecessary redundancy from collected raw data.
Representative processes include noise elimination, subcar-
rier selection, signal normalization, etc. Furthermore, feature
extraction and classification models training module employs
various machine learning models (e.g., sparse approximation
[26], decision tree [25], autoencoder [17], recurrent neural
network [12], [13], support vector machine [12], [13], [18]).
Finally, the functional classification integrates all the three
previous modules to realize specific functions for the sensing
system, such as retrieving the activity semantics for HCIs
with IoT devices for activity recognition, or achieving privacy
protection for IoT devices for user identification and spoofer
detection. Compared with vision-based activity recognition or
user identification, the number of WiFi sensing channels is
much lower. Hence, various relative locations and orientations
induce significant interference in accurate activity recognition
or user identification.

Security Analysis. Actually, such a WiFi sensing system
is inborn with the vulnerability to various attacks, leading to
probable compromise of the system. (1) Due to the broadcast-
ing manner, the WiFi signals carrying the activity semantics
or individual behavioral uniqueness could be captured by an
arbitrary receiver in the sensing area, which leads to the prob-
able leakage of user information. (2) Directly eliminating the
interference and redundancy without cross-checking probably
reduces the difficulty of attacking the system. For example,
the signal normalization process normalizes CSI to the range
of [0, 1], which releases the requirements of estimating the
exact amplitude value for the attack. (3) Though the variety
of machine learning models may contribute to resisting some
attacks (e.g., adversarial attack), the black-box attacks (i.e.,
a successful attack without the knowledge of model details)
bypassing the models could introduce more imperceptible and
severe threats in practice.

B. Threat Model

With the convenience brought by WiFi sensing, the privacy
compromising threat is also introduced. Once an arbitrary
receiver in the sensing area is compromised, due to the
broadcasting manner, WiFi signals carrying the activity pat-
terns could be captured by the receiver, which leads to the
probable leakage of daily activities. However, since WiFi is
used to realize communication for most users intuitively, such
a sensing or even surveillance capability of WiFi does not raise
user awareness, leading to even more severity than recently
revealed surveillance camera leakage [28], [29]. Such a privacy
compromising threat also occurs when the adversary is able to
place his/her own receiver in the user space. Such a scenario is
common, e.g., the user space is an open office, or the adversary
is actually a curious friend or relative of the victim user.

We assume a victim user employs the WiFi sensing (as
mentioned in Section II-A) providing the natural HCIs with
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smart appliances (e.g., smart TV) in an indoor environment
(e.g., his/her home or office) for activity recognition or user
authentication. Although the user may also adopt different
recognition and authentication systems based on other modal-
ities (e.g., image, millimeter wave, and IMU), we focus
on WiFi sensing since it provides a natural and continuous
interaction experience, which is more user-friendly. In this
case, a WiFi gateway serves as the transmitter (Tx) and other
appliances integrate the receivers (Rx) respectively. Consider-
ing the strong diffraction property of WiFi signals, the most
reliable sensing area concentrates on the first Fresnel Zone
[30], i.e., the user usually performs the interactive gestures
on the LoS between transmitter and receiver antennas for a
robust response. Hence, in this work, we follow a similar
system setup, i.e., the victim user performs the gestures in the
middle between transmitter and receiver antennas, and other
persons act outside the first Fresnel Zone. We assume the
receiver extracts CSI from WiFi signals and runs machine
learning algorithms to perform activity recognition or user
identification. Moreover, since almost all existing works [4],
[51, [6], [71, [8], [9], [12], [13], [17], [18], [25], [26] utilize
CSI amplitude to explore activity semantics or user behav-
ioral uniqueness for further recognition or identification, the
targeted signal patterns during eavesdropping for the attack
are based on CSI amplitude of WiFi signals.

Fig. 1 shows the threat model. In the attack, we assume
one of the victim’s Rx is compromised, which is not rare in
real world [22] due to the lack of users’ security awareness.
Such a compromised WiFi receiver could be turned into an
eavesdropping device (Sp) to leak the user privacy, as the
traditional surveillance camera acts. By sniffing WiFi signals
with the compromised device, the adversary eavesdrops on
the activity semantics and behavioral uniqueness of the victim
user, which serves as the prerequisite for privacy retrieval or
impersonation. To avoid raising the victim user’s awareness,
the adversary could only compromise the receiver in the
digital domain, i.e., without any physical access to the device.
In this case, the adversary can either be within the range
of targeted WiFi or remotely communicate with the com-
promised device via Internet. Hence, the adversary has no
prior knowledge of the relative positions between Tx and
Rxes. Meanwhile, the relative positions between Sp and Rxes
are also unknown to the adversary, because the receiver may
be compromised remotely. In these cases, both Tx-Rx and
Tx-Sp pairs are not always within LoS for sensing. The only
way to turn the compromised receiver into an eavesdropping
device is to infer the human activities or user identity from
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the captured omni-directional WiFi signals that interacted with
users. Considering the smart device may not always maintain a
continuous transmission for sensing, we assume the continuous
connection between Tx and Rxes should sustain to sense a
complete user activity for human-computer interaction. For
example, the duration can be 0.5s for slide gesture while
Is for zigzag gesture. Hence, we select the longest duration
(around 2s) of a complete interacted gesture as the required
duration of continuous transmission. Also, the adversary has
no prior knowledge of activity recognition model or user
identification details, including the structure and detailed
parameters, i.e., a black-box attack. As a result, the only way
for activity surveillance or impersonation is to recover the
original signals received by the legitimate Rx and fed them
into various recognition or identification models.

C. Feasibility Study

To realize the activity surveillance with any receiver, we first
analyze the propagating WiFi signals theoretically and conduct
an experimental study to validate its feasibility.

To model the human activity based on WiFi signals, we start
by simplifying the human body as a mass point to derive its
effect of linear movement on WiFi signals. The mass point
mainly simulates the significant movement of human trunk,
while ignoring other subtle movements of limbs, to model its
impact theoretically. As illustrated in Fig. (2), the mass point
moves in a linear way (i.e., from ‘A’ to ‘B’), and a WiFi
system containing a Tx and an Rx is deployed for activity
recognition. The signal is first transmitted from Tx, then
interacts with the targeted mass point, and is finally received
by Rx. At time ¢, the received signal Y (f,¢) is formulated as

D(t)

Y (f,t) =a(f t)e 7", 2)

where f is the subcarrier frequency of WiFi signals, a(f,t) is
the propagating attenuation coefficient and D(¢) is the distance
between mass point and Rx. Note that received signals consist
of scattering signals from the targeted mass point, so the mass
point could be regarded as a relay signal source. Toward this
end, D(¢) in Eq. (2) is the distance between mass point and Rx,
instead of the propagating distance of signals. Furthermore,
according to the inverse square law [31], we could formulate
the attenuation coefficient with signal propagation distance:

k-a(f,0
alf.t) = 5l

where £ is the proportionality coefficient. Also, the transmitted
signal X (f) could be regarded as the received signal at time

3)
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0, ie, X(f) =Y(f,0) = a(f,0)e 927X = a(f,0). Hence,
with Eq. (2) and (3), we have

k o D) k 10)
Y _ —j2m = —j2m
(fat) a(f,O)D(t)Qe > (f)D(t)2 >
“4)
Combined with Eq. (1), the CSI is derived as
k .o D(t)
_ —j27m =
H(ft) = paze ™ (5)

Eq. (5) indicates that the difference in the target-receiver
distance is exhibited in CSI H(f,t). This principle motivates
us to utilize the location geometry between Rx and a spoofing
receiver (Sp) to realize the signal conversion of CSI from
different receivers for eavesdropping.

To validate the feasibility of activity surveillance with any
receiver in the target’s sensing space, we conduct an exper-
iment simulating the scenario in Fig. 2. In the experiment,
a volunteer is recruited to simulate the mass point. The
volunteer moves along the perpendicular bisector of the Tx-Rx
connection without complex behaviors. On the other hand,
an Sp is placed directly facing Rx to eavesdrop on CSI induced
by the moving volunteer. Fig. 3 shows CSI amplitudes of
received signals from Rx and Sp. We can observe that though
Rx and Sp are placed in different locations, their received CSI
amplitudes exhibit similar trends, because they are induced by
the same behavior of the volunteer (i.e., moving in a linear
trajectory). This result reveals the underlying relationship
between signals received by Rx and Sp. Specifically, the
volunteer moves from an initial position to ‘A’ as shown in
Fig. 2. The distance and angle of ‘A’ from Rx are D; and «
respectively, and that from Sp are Ds and (. In this case, the
CSI amplitudes of Rx and Sp become

V(1)) = ||~

] 2e*j27r% || _ ki =
(D;) (D;)
where i € {Rx, Sp}, j € {1, 2} respectively. With the location
geometry between Rx and Sp, we have D sin 3 = D sina.
Substituting this equation into ||Hg.(f,t)||, we obtain

(6)

_sina.y kre
HHRr(f7t)|| - (smﬁ) (D2)2
_sina, . kRz
= g sy (1,0

Eq. (7) validates the underlying relationship between CSIs
from Rx and Sp, consistent with experimental results.

The result and analysis validate the feasibility of converting
CSI amplitudes of airborne WiFi signals received by diversely

)
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located receivers. This encourages us to realize the signal
conversion for recovering the signal received by the legiti-
mate user’s device from sniffed signals to eavesdrop on the
behavioral uniqueness underlying the signals.

III. DESIGN OF ActListener

In this section, we present design details of the impercepti-
ble activity surveillance attack ActListener.

A. Overview

To reveal the threat of activity surveillance by any
compromised WiFi infrastructure in the victim’s space,
we demonstrate ActListener, which requires no direct physical
access to the victim user’s devices and the prior knowledge
of the device location and activity recognition models. Fig. 4
shows the architecture of ActListener. In the attack, the
adversary has compromised one of the WiFi infrastructures
in the victim user’s space, which widely exists recently as
mentioned in Section II-B. When the victim user acts in WiFi
coverage, the Tx continuously transmits the omni-directional
broadcasting WiFi signals, which interact with the user’s body,
and are received by the legitimate Rx and the adversary’s
Sp. From eavesdropped signals by Sp, ActListener aims to
recover the signals received by the legitimate Rx for further
activity recognition. ActListener first detects signal segments
induced by a valid user activity by first-order differentials, and
then estimates relative locations of the victim user and his/her
devices from Sp to provide the parameters for further signal
conversion. After that, ActListener models received signals of
Rx and Sp respectively based on CSI amplitudes, and further
converts Sp’s received signals to that of Rx based on the
models. Finally, a generative model is employed to calibrate
the converted signals to resist the noises in CSI of WiFi
signals. By the signal conversion, ActListener could unify
the WiFi signals induced by the victim user into the same
coordinate system, and further fed them into the corresponding
activity recognition model to realize the activity surveillance.

B. Signal Estimation

To realize the signal conversion in Section II-C, ActListener
first needs to capture the signal interacting with the legitimate
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user’s behaviors, and estimate the relative locations between
the adversary’s and victim user’s devices.

1) Detecting Activity With First-Order Differential: When
ActListener activates the activity surveillance, the system
continuously receives the omni-directional broadcasting WiFi
signals. Note that Sp has already connected with Tx in the
attack, so other wireless signals around could not interfere
with the activity surveillance. The signals that interacted
with both user behavior and static environments are in the
received signals. Hence, ActListener should first detect the
signal segments that correspond to each valid activity for
further conversion.

Fig. 5 shows the received CSI amplitudes of WiFi signals
interacted with a series of activities. We can observe that there
exists a sudden variance in CSI amplitudes at the start and
end of an activity. This is because human activity changes the
position of human body, affecting the propagation path of WiFi
signals. Hence, the CSI amplitude would change accordingly,
which is consistent with Eq. (5). This observation inspires us
to employ the threshold-based method to detect the activity
in received CSI amplitudes. However, due to the probable
difference in the human body positions before and after an
activity, the CSI amplitude before and after the activity would
be different, leading to difficulty in determining the threshold
for activity detection.

Taking a deep look at the top part of Fig. 5, we can also
find that the CSI amplitudes remain relatively stable when
no user acts in the environment, while that under human
activities exhibit significant variances. To exploit this prop-
erty, we derive the first-order differential of CSI amplitudes,
as shown in the bottom part of Fig. 5. It can be observed
from the figure that the amplitude differentials under static
environment are limited to a narrow range around the value of
zero, while that under human activity shows significant fluctu-
ation. Hence, we employ a sliding window to detect whether
the values of all signal points are within a threshold, so as to
detect the start and end of the signal segment corresponding
to independent human activity. The sizes of sliding window
and threshold could be determined by empirical study, which
are set as 500ms and 0.4 x 1073 in our attack, respectively.

2) Estimating Locations With Multipath Separation: Revis-
iting the attack principle in Section II-C, the signal conversion
relies on the relative location between Rx and Sp, indicat-
ing the requirement of location estimation for ActListener.
The relative locations require to be estimated include their
distances and angles, which could be measured by Time of
Flight (ToF) and Angle of Arrival (AoA) joint estimation.
However, the joint estimation introduces significant cumulative
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errors, significantly degrading the signal conversion perfor-
mance. To accurately estimate relative locations between Sp
and a target (including Tx, Rx, and moving body), we turn
to separate the multipath signals propagating from different
locations via the widely-used multipath profiling algorithm,
i.e., the high-resolution MUIti SIgnal Classification (MUSIC)
[32], [33], [34], on commercial WiFi infrastructures.

Suppose the adversary carries Sp with M receiver antennas
arranged as a linear array with an interval of d, as shown
in Fig. 6. A signal is transmitted from Tx, then propagates
through multiple paths by interacting with ambient objects
(such as moving body, wall), and is finally received by the
Sp. Hence, the angle of directly propagating signal from the
target to Sp, i.e., the AoA of Sp’s incoming signal ¢, could be
utilized to estimate the relative location between the target and
Sp. We estimate the AoA 6 from CSI phase of WiFi signals
received by Sp. Specifically, ActListener sets 1°! antenna’s
CSI phase as the basis, and derives the relative phases of
other antennas accordingly. Hence, except the 15! antenna’s
CSI phase being 0, the relative phase of m'" antenna is
—2md(m—1)sin(6)- {, where f and c are the signal frequency
and speed respectively. Hence, the Inphase-Quadrature (IQ)
signal of CSI phase received by the m'" antenna is

¢m(9) — e—jQTrd(m—l)sin(O)‘%. (8)
Based on the IQ signal, we construct the steering matrix
as A = [d(61) d6) a(0)], where a(0;) =
1 ¢'(0;) #M=1(0,)]T is the steering vector of 4*"
path. Hence, the signal X could be modeled as

X=[71 3---o§5]=AF+N, ©

where N is the number of subcarriers, z7,--- ,zy are the
received signal vectors each subcarrier, F = [151, cee ,F_j\;} is
the attenuation matrix including the attenuation coefficients of
each subcarrier in each path, and N is the noise matrix.
Based on the signal model, ActListener further constructs
the pseudo-spectrum for AoA estimation. During the eaves-
dropping, the adversary’s Sp could receive the CSIs organized
as a matrix, in which each row represents the signals received
by different antennas, and each column indicates that by
different subcarriers. In the matrix, each column corresponds
to the received signal vector in the signal model of Eq. (9).
According to the correspondence, ActListener could estimate
the AoAs as long as the steering matrix A could be derived
from the CSI matrix. Specifically, we first perform eigenvalue
decomposition of the covariance matrix R = xx , Where X
is the conjugate transpose of X. Then, the D eigenvectors with
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Fig. 7. Tllustration of location estimation with multiple estimated AoAs.
the largest D eigenvalues are selected to construct the signal
subspace. The rest M - D eigenvectors form the noise subspace
E . With orthogonality between the noise subspace and signal
subspace [35], ActListener derives the pseudo-spectrum as

PO) = %
a(0)TENExa(0)
Eq. (10) exhibits the pseudo signal’s intensity under different
AoAs. Hence, the angle 6 with a local maximum value in the
pseudo-spectrum P(6) is regarded as the AoA from the target,
ie., 0 = argmaxid P(0).

Except for AoAs, ActListener needs to further estimate the
distance between Sp and the target so as to estimate their
relative location. We estimate the distance by estimating the
ToAs with a modified MUSIC algorithm [36]. Different from
traditional MUSIC, we formulate the CSI of each subcarrier
as a function of ToA, i.e., h(f) = ZZV:I a(f)e 2 AL ib(f),
where At is the ToA, ¢(f) is the phase shift of the subcarrier.
Based on it, we could re-formulate the mode vectors, signal
matrix X and the attenuation matrix F. Considering search
space difference between AoAs (i.e., —m ~ ) and ToAs (i.e.,
—00 ~ 00), we further set the search space as [—1/f5,1/ fs].
To further improve the resolution, the received signals from
multiple receiver antennas are involved, as illustrated in Fig. 7.
Since the CSIs from different antennas are linearly indepen-
dent while their ToA difference is subtle (i.e., Dgp1 = Dgp2 in
Fig. 7), we could combine CSIs from closely placed antennas
to enhance the resolution of ToA estimation.

(10)

C. Pattern Conversion

After the location between Sp and other targets are esti-
mated, ActListener could realize the pattern conversion for the
activity surveillance.

1) Modeling Human Activity With CSI:  Although
Section II-C has demonstrated the feasibility of employing
any compromised WiFi infrastructure for activity surveillance
by pattern conversion, the impact of human activity on
WiFi signals in real environments is different from that of
an ideal mass point due to multipath effects. Theoretically,
considering the connection between Sp/Rx and Tx during
activity recognition, the CSI consists of two parts only, i.e.,

. D(t
DOE PN,
where the first term is Eq. (5) indicating the component
induced by human activity, and NV is a constant representing

H(ft)= (11
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Fig. 8. Modeling a human activity with CSI of WiFi signals.

the component caused by static part and noises. Consider a
user performs a linear gesture as shown in Fig. 8(a), in which
the distance between a user and receiver (i.e., the legitimate Rx
or illegal Sp) is D; initially. His/her body part then moves with
a sufficiently short distance d at time ¢ (the moving velocity
is considered as a constant v), in which the distance between
the user and receiver is D-. With the geometry, we have

Dysina = Dqsind, Docosa=Dicost —d.  (12)
Combining the squares of the two equations above, we can
derive:

(D3)* = (D1)*sin® § + (D cos 6 — d)?

= (D21 + (2

d
D—l)2 —2— cosf).

D, 13)

In real situations, when the user performs a linear gesture,
the whole body (e.g., arm), instead of only a body part (e.g.,
hand), moves, so such movements could not be regarded as a
mass point moving. To model the linear human behavior on
CSI in practice, we further divide the whole body into infinite
mass points, and then the overall CSI of the whole body is
the integral of all individual CSIs for each mass point in the
moving body, i.e.,

¢
HT(f,t):/ H(f, t)yvdAt+ N
0
kv - o927

t
= dAt + N.
|, wras (B0 — 2% cos)

(14)

Due to the unseen value of N and integral operation, this
model could be hardly employed for pattern conversion.
Hence, we further derive the differential of Eq. (14), i.e.,

kv
(D1)?(1+ (L%—tl)2 — QB—tl cosf)’

dHrp(f,t) = 15)

where dHr(f,t) = deTiA({’t) for simplicity. Using Eq. (15),
ActListener could model the linear human behavior with CSI
of WiFi signals.

Except for linear human behavior, both daily activities and
interactive gestures contain non-linear behaviors. We further
derive the model of non-linear behaviors on CSIs. Usually,
a non-linear behavior could be regarded as a combination
of multiple linear behaviors. Hence, we divide a non-linear
behavior into multiple segments, each of which is short enough
to be approximately regarded as a linear behavior. Fig. 8
illustrates the modeling of a non-linear behavior by segmenting

4015

it into multiple linear behaviors. Based on Eq. (12), for each
segment, we have

d d
D}, =D} (1+ (E)Z - 2E cos(0 + o)),
where d is the moving distance of the behavior, D; and
D, are the distances from the receiver of it and (1 +
1)*" behavior segments respectively. Similarly, the differential

model dH (f,t;4+1) is

(16)

kv
D#(1+ (Di)2 - 2D% cos(f + a;))’

dH(f,tiz1) = )

where #; 1 is the time index of the (i-+1)*" behavior segment.
Note that the formulations of Eq. (15) and (17) are actually
consistent. Therefore, ActListener could model both linear and
non-linear behaviors in the same manner.

2) Converting Signal Patterns With Activity Models: Based
on the activity modeling, ActListener could formulate the
targeted victim user’s activity from Rx’s and Sp’s perspectives
respectively, and realize the pattern conversion between them.

Suppose a user performs an activity in the WiFi coverage,
as shown in Fig. 7. Based on Eq. (15), ActListener models the
activity from the two perspectives:

kﬂ}
(D;)2(1 + (%)2 - 2% cosf;)’

where i € {Sp, Rz}, dHg,(f,t) and dHpg,(f,t) are the
activity models of CSI received by Sp and Rx respectively,
t is the time index, v is the moving velocity of the activity,
Osp and Or, are the angles between the user’s moving body
and the receivers (i.e., Sp and Rx) respectively. During the
attack, the adversary could directly observe the value of
Sp’s CSI amplitudes (i.e. Hg,(f,t)) by eavesdropping on the
broadcasting WiFi signals, so the value of dHg,(f,t) is known
to ActListener.

The task of pattern conversion is to recover the expression
of dHR,(f,t) based on Hg,(f,t) so as to unify the legiti-
mate Rx’s received signal Hp,(f,t) into the same coordinate
system with that from the legitimate receiver for activity
surveillance. Specifically, we perform polynomial expansion
on Sp’s signal model dH g, (f,t) and obtain the approximation
dHgp(f,t) = kDS—é’:(l + DQ;)I, cos gy, - t). And we could obtain
the constant and first-order coefficient

dH;(f,t) = (18)

kspv 20

Dgp Dg,
In Eq. (19), both Dg, and g, could be obtained with the
location estimation method in Section III-B.2. On the other
hand, the two coefficients a; and as could be derived from the
Sp’s received CSI Hgy(f,t). Hence, Eq. (19) could be treated
as an optimization problem with two unknown variables.
By solving the problem, ActListener could obtain the moving
velocity of the human behavior v and the Sp coefficient kg,,.

Revisiting Eq. (18), we find there remain three parameters,
i.e., krz, DR, and Og,, before enabling the pattern conversion
between Sp and Rx. kg, could be obtained by enumerating all
relative locations between Sp and Rx with empirical studies.
On the other hand, Dy, and 0g, are related to the relative

as cos Ogp. (19)
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Fig. 9. Tllustration of generative model for signal calibration.

position of Rx from Sp. Since ActListener has already esti-
mated the location of Rx and the victim user as mentioned in
Section III-B.2, the values of Dg, and 6, could be obtained
with their geometry.

With obtained parameters, ActListener realizes the pat-
tern conversion between Sp and Rx. Specifically, ActListener
first derives the signal model received by Sp dHg,(f,?)
by the differential operation, i.e., dHg,(f,t) = Hgsp(f,t +
1) — Hgp(f,t), and obtains kg, and v by solving Eq. (19).
Then, combined with v, estimated Dg, and 0g,, and kg,,
ActListener further derives the signal model dHpg.(f,t)
with Eq. (18). To recover the received signal of legitimate
Rx, ActListener further performs the integral operation on
dHRg;(f, t), ie., HRw(f, t+ 1) = dHRw(f, t) + HRg;(f, t).

3) Resisting Noises With Generative Model: Theoretically,
ActListener is able to recover the signal received by the
legitimate Rx after the activity modeling-based signal con-
version. However, since the adversary probably compromises
a single device only, the angular resolution is insufficiently
high. Moreover, considering the ever-existing noises in CSI of
WiFi channels in practice, the converted signal is not robust
enough for practical activity surveillance, and even worse for
impersonation attack. To resist the noises in CSI, we propose
a generative model-based signal calibration to recover noise-
resistant signals.

The generative model takes the converted signal as input,
and outputs the noise-resistant signals accordingly. Specifi-
cally, the generative model G is basically a 5-layer Time-Delay
Neural Network (TDNN) [37], as illustrated in Fig. 9. The
network is designed with five 1-D convolution (Conv) blocks
[38]: the first block is to unfold the input converted signal
to feature-representation with 16 feature filters (channels),
and the last block is to wrap the features into 1 channel
to produce the output noise-resistant signals. Between them,
three identical Conv blocks are designed to learn the deep
representation of features. Within each block, a convolutional
layer with 1 x 3 convolution kernels and 32 feature filters are
implemented, followed by a Batch-Normalization (BN) [39]
layer, and then a Leaky ReLU (LReLU) [40] layer as the
activation function.

Except for the network architecture, we further design a loss
function guiding the training optimization to generate noise-
resistant signal representations. As mentioned in Section II-B,
the adversary has no prior knowledge about the target activity
recognition system on the receiver device. To involve the noise
impact into calibrated signals without access to the target activ-
ity recognition and user identification models, we introduce
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several local activity recognition and user identification models
as the substitutes, including CNN-based and LSTM-based
models, which have been used in previous WiFi-based activity
recognition and user identification works. As shown in Fig. 9,
given the generated signals, the substitute models provides the
query score S(S € (0,1)) as a valuable feedback to optimize
the generated signals. Considering the intrinsic transferability
of the activity recognition and user identification models,
the higher the score S is, the more accurate and robust the
generated signal is. Since a legitimate signal for bypassing the
system always involves the noises in CSI, the generative model
could employ the query scores S for training to formulate the
calibrated signal with the noise impact in practical scenarios.
Following the principle, the loss function for model training
is formulated as £ = —ylog S, where y is the ground truth
(user activity or identity label). Considering the finer-grained
features needed for user identification, the training is actually
organized by a two-step manner, i.e., the model is first trained
with the activity recognition model’s feedback and then with
the user identification model’s score.

We build two datasets to train the generative model. The first
dataset collects the real-world CSI data, which is collected
by the Sp when a legitimate user acts for activity recogni-
tion. In practice, we only collect 20 samples in this dataset,
including two simple behaviors, i.e., push and pull, each for
10 samples. The second dataset contains only augmented sam-
ples constructed from raw samples in the first dataset. For each
sample in the first dataset, we add different levels of Guass
noises into the sample to create 50 new augmented samples.
In total, the second dataset contains 1,000 data samples for
training. Based on the datasets, the generative model could
be trained. In particular, the raw samples are first sent to
the system to calculate the converted pattern as described
in Section III-C.2. Then, each converted pattern related to a
behavior is re-vectorized as a vector with a length of 3N,
where N is the sampling rate of CSI. The rationale is that the
processes of most user behaviors last for less than 3s. If a user
activity lasts for ¢ seconds (f < 3), we could add (3 — #)N|
zero samples at the end of the signal to align its length to
3N, so that the generative model could treat all the training
samples in a parallel form. During the training phase, we adopt
an Adam optimizer whose learning rate follows the cosine
annealing schedule from 1072 to 107°, and a weight decay
factor of 0.9 and early stopping is used for alleviating over-
fitting. These parameters are selected according to empirical
study. We iterate the training procedure to update the model
parameters continuously according to the feedback score until
the loss function converges.

During the optimization, the generative model continuously
queries the substitute system and learns to resist noise inter-
ference for better recognition and identification performance.
Under the guidance of the substitute system, most insignificant
information is discarded and valuable patterns are remained to
generate more robust signals. After optimization on thousands
of converted signals with different noises, the generative model
is endowed with satisfactory denoising ability. Based on such
a well-trained generative model, ActListener could reconstruct
noise-resistant signals from the raw converted signals.
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D. Eavesdropped Activity-Based Attack

After the pattern conversion, ActListener could obtain the
behavioral patterns underlying WiFi signals for the adversary
to launch corresponding activity surveillance and imperson-
ation attacks.

1) Activity Semantics Extraction: To realize the activity
surveillance, the adversary further needs to extract the activity
semantics from the signals. Since the adversary could not
physically access the legitimate user’s device, ActListener
turns to query the cloud-based models with the converted
signal patterns for activity semantics extraction. Multiple
prevalent activity recognition models that can be accessed
publicly with the converted signal patterns. We employ two
different strategies in terms of the permission that the adver-
sary could obtain. Specifically, if the adversary is a curious
one, e.g., the victim user’s friend or relative, he/she may be
able to connect to the user’s LAN. In such a case, the adversary
sniffs the packets sent from the legitimate user’s terminal, and
retrieves the destination IP address that correlates to the cloud-
based model. After that, ActListener reconstructs the packet
containing the generated signal pattern as the payload and the
destination IP address, and queries the targeted cloud-based
model for the activity semantics extraction. On the other hand,
if the adversary is a malicious one, i.e., he/she could not obtain
the sensitive packet inner the LAN, the adversary turns to
query multiple prevalent activity recognition models that could
be accessed publicly as the substitute.

2) Signal Injection for Impersonation: Except for extracting
activity semantics for surveillance, the adversary could further
inject the converted signal patterns into legitimate devices
for impersonation. ActListener eavesdrops on the broadcasting
WiFi signals interacting with the victim user’s behavior, and
then converts the signal into that received by the legitimate
Rx. Hence, the converted WiFi signals intrinsically embed
the individual behavioral uniqueness. Such an eavesdropped
and converted signal could be further injected into the victim
user’s device to obtain legitimate access for further curious and
malicious attacks. Specifically, ActListener first monitors the
environmental noises and adds them into the converted signals
to avoid user awareness and attack detection by a simple
method. As mentioned in Section II-A, the signal processing
in WiFi-based user identification usually eliminates the noise
in the received signals, so the added noises would not degrade
the attack performance. Then, the generated signals could be
injected into the victim user’s Rx via digital access, such as
remote injection [41] or accessible firmware overwrite [42].
Even worse, if the adversary is under the WiFi coverage of
the victim, he/she may build a spoofing AP to attack the
linkage with the victim’s legitimate Rx for on-site injection,
i.e., transmitting a fake package with the converted signals for
impersonation. The key challenge of such injection manners
is to replay the converted signal with an extra transmitter or
manipulate data inside the victim user’s device, which can be
implemented by existing wireless transmission and spoofing
attacks. We omit their technical details since they are out of
the scope of this paper.

Since ActListener recovers the input of the recognition and
identification, i.e., the signal pattern received by legitimate Rx,
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Fig. 10. Floor maps of the three environments.

the attack could be effective regardless of the machine learning
models of the activity recognition and user identification, i.e.,
realizing a black-box attack.

IV. PERFORMANCE EVALUATION

In this section, we evaluate the performance of ActListener
under the collected data in three different environments.

A. Experimental Setup and Methodology

We implement ActListener on a laptop (i.e., HP Pavilion 14),
integrating an Intel 5300 wireless NIC with three antennas,
as the Sp. Another desktop (i.e., Dell E6430) is integrated with
the same kind of NIC to act as the legitimate Rx. The desktop
is responsible to train the activity recognition model, serving
as a human-computer interaction terminal. Both devices are
deployed with CSI tool [43]. Also, a wireless access point
(i.e., TP-Link WDR5620), is employed as the Tx, which
continuously transmits 802.11n signals for sensing.

We collect real-world CSI data for activity recognition and
user authentication under the same experimental setup. Specif-
ically, we recruit 15 volunteers as victim users, and select
5 widely-used activities for human-computer interactions,
i.e., push, pull, bend arm, zigzag, and slide. The volunteers
are with the ages of [19,43], heights of [1.59,1.8]m, and
weights of [48, 74]kg. We repeat the experiments in three real
environments, i.e., an office, an apartment, and a lab. The
three environments are of different sizes, i.e., 3.2m x 2.8m,
and 4.1m x 3m and 5.8m x 4.2m respectively, and various
furniture layouts, inducing different multipath effects during
the sensing, whose floor maps are shown in Fig. 10. In each
environment, we place Tx and Rx with a distance of 2m as
the activity recognition system, between which each volunteer
performs the defined behaviors in the midpoint of Tx-Rx
connection for the recognition, which is almost consistent
with that in most WiFi sensing researches [4], [5], [6], [7],
[8], [9], [10], [23], [24], [44]. In each experiment, each
victim user randomly performs a selected behavior for human-
computer interactions or other daily activities. On the other
hand, we place another WiFi receiver Sp as the compromised
WiFi device at a distance of 1.5m away from Tx and directly
facing the victim user (i.e., the angle between Tx-Rx and
Tx-Sp connections is 60°) to eavesdrop on the broadcasting
WiFi signals, as the default setting. The adversary further
employs the eavesdropped signals to query the desktop for
evaluating the performance of activity surveillance and user
impersonation. Each volunteer repeats each behavior 50 times
in each environment, thus collecting 11,250 samples in total,
which are divided into training and testing subsets by 8:2 for
evaluation. The experiments on volunteers are validated by the
Institutional Review Board (IRB) in Zhejiang University.
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We define several metrics to evaluate the performance of
the activity modeling-based signal conversion (as mentioned in
Section III-C.2) and generative model-based signal calibration
(as mentioned in Section III-C.3) methods.

e «-similarity. Assume the converted CSI is X and the
ground truth is Y, whose normalized CSIs are z and y

respectively. We define the sample error as e; = %,

where z; and y; are the CSI sample at time index ¢. Heﬁce,
the a-similarity is defined as the percentage of sample points
satisfying e; < o among all samples in a CSL

e Activity Recognition Accuracy (ARA). The probability that
an adversary uses a converted signal eavesdropped from a
victim user performing an activity A is exactly authenticated
as A by the activity recognition system.

e Spoofing Acceptance Rate (SAR). The probability that a
spoofer or an adversary uses a converted signal eavesdropped
from a victim user U is exactly authenticated as U by the
targeted WiFi-based user identification.

B. Performance of Activity Modeling-Based Conversion

1) Performance on Signal Conversion: We first evaluate the
similarity between converted signal by the behavior model-
ing conversion in ActListener and originally received signal.
Fig. 11(a) shows the a-similarity with different « values
under different gestures and volunteers. We find that the
a-similarities under linear behaviors are better than those
under non-linear behaviors. Also, the a-similarity increases
with the increase of « value. This is because a larger value
of « indicates higher error tolerance of the similarity metric.
As the value of « approaches 5%, the a-similarity is above
85%, indicating a larger possibility of using converted signals
for successful activity surveillance and impersonation. On the
other hand, it can be also observed that the standard deviations
of a-similarity under the same gesture and « are all below 5%.
Specifically, when the value of « is 10, its standard deviations
under different gestures are all within 1%. These results
indicate that different users would not introduce significant
differences into the converted signal, thus not interfering with
the following activity surveillance and impersonation attacks.
We also evaluate ActListener’s performance in terms of CDF
of a-similarity under different o values, whose result is shown
in Fig. 11. It can be observed that for 90% samples, the a-
similarities between converted and originally received signals
are above 20%, 50%, 70%, 80% and 90% under different
values of « respectively. From the perspective of statistics, 5%
is usually regarded as the boundary of confidence level. Along
with this principle, we can find that the average a-similarity is
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88.4%, and 90% samples are within an 80% o-similarity with
a = 5%, indicating satisfactory performance of recovering the
originally received signals from the eavesdropped ones.

2) Performance on Activity Surveillance: We further evalu-
ate ARA of ActListener on various activity recognition models.
We implement three representative machine learning models
employed in existing WiFi activity recognition researches, i.e.,
Support Vector Machine (SVM) [8], Hidden Markov Model
(HMM) [6], and Dynamic Time Warping (DTW) [23], for
evaluation. Note that we feed the original signal patterns,
instead of the adversary’s converted ones, into the systems
in the 100% a-similarity evaluation for the three activity
recognition systems as baselines. Fig. 12(a) shows ARA
of ActListener using signals with different a-similarities on
different models. We can see that the ARA of using signals
from activity modeling-based conversion in ActListener for
the activity surveillance under different models increases as
the a-similarity between signals increases. Specifically, as the
a-similarity increases to 85%, the average ARA approaches
83.1%. Compared with the users’ average ARA of 92.3%,
the compromised Sp’s ARA under 85% a-similarity only
decreases within 10%. Moreover, as the result in Fig. 11
shows, 75% signals converted by the activity modeling-based
conversion could achieve an 85% «-similarity with the origi-
nally received signals, indicating most eavesdropped signals by
the compromised Sp could be used to achieve similar ARAs
of activity recognition for surveillance. On the other hand,
we also find the ARA under different models exhibits minute
differences, demonstrating ActListener is a black-box attack
without the requirement of model details. Fig. 12 shows ARA
of ActListener in different environments on different models.
We can see that in the three environments, the compromised
Sp’s ARAs (i.e., SUR in the figure) are all smaller than the
user’s ARAs (i.e., REC in the figure) within 10% only, which
is consistent with the previous result. Also, the ARA in the
three environments varies within 5%, indicating ActListener is
robust to different environments.
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3) Performance on Impersonation Attack: We also eval-
uate SAR of ActListener on various user identification
models to demonstrate its threat for impersonation attacks.
We implement three representative WiFi-based user identi-
fication models, i.e., Support Vector Machine (SVM) [18],
Recurrent Neural Network (RNN) [12], and AutoEncoder
(AE) [17], for evaluation. Following their original imple-
mentation, we feed the high-level hidden vectors of the
training samples from 10 volunteers to an SVM classifier
for user enrolment and those of the left 5 volunteers for
spoofer rejection. Note that the experimental setup for 100%
a-similarity evaluation is the same as the previous one.
Fig. 13(a) shows SAR of ActListener using signals with
different a-similarities on different models. We can see that
the SAR of ActListener increases as the a-similarity between
signals increases, which is consistent with the result on attack-
ing activity recognition models. Compared with the users’
average SAR of 89.7%, the adversary’s SAR under 85% a-
similarity decreases within 20%, which is larger than that
on activity recognition, due to the less robustness of user
identification. But with 85% «-similarity, ActListener still
could achieve an average SAR approaching 80%. Moreover,
we find the SAR on attacking different models exhibits minute
differences, further demonstrating ActListener is a black-box
attack without the requirement of model details regardless of
specific tasks. Fig. 13 shows SAR of ActListener in different
environments on attacking different models. We can see that
in the three environments, the adversary’s SARs (i.e., ATK in
the figure) are all smaller than the user’s SARs (i.e., AUTH
in the figure) within 10% only, which is consistent with the
corresponding result of activity recognition. Also, the SAR in
the three environments varies within 5%, further demonstrating
ActListener is robust to different environments.

4) Effectiveness of Pattern Conversion: To further validate
the effectiveness of our proposed pattern conversion approach
in ActListener, we further evaluate the ARAs and SARs of
ActListener with and without pattern conversion on different
activity recognition and user identification models, as shown in
Fig. 14. We can see that, compared to ActListener with pattern
conversion, the ARA and SAR without pattern conversion
dramatically decrease below 20% and 5% respectively. These
results indicate that the pattern conversion plays a critical
role in ActListener in activity surveillance and impersonation
attacks.

C. Performance of Generative Model-Based Calibration

We also evaluate the performance of the generative model-
based calibration in ActListener. Though the signal calibration
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is expected to obtain a more similar signal to the originally
received one after signal conversion, its intrinsic principle
heads to fit the activity recognition or spoof user identification
only, instead of generating a similar signal. Toward this
end, we only evaluate the ARA and SAR using the signal
from the generative models for the activity surveillance or
impersonation attack. Fig. 15(a) shows ARA of ActListener
using different methods in different environments. It can be
observed that the average ARA of generative model-based
calibration is 7.9% larger than that of activity modeling-based
conversion, indicating the improvement of introducing the
generative model for noise-resistant signal calibration. Also,
the standard deviation of ARA decreases from 3.0% to 1.3%
after involving the generative model-based calibration.

Fig. 15(b) shows corresponding SAR of ActListener. It can
be observed that the average SAR of generative model-based
calibration is 7.7% larger than that of behavior modeling-based
conversion, which is similar to that of activity recognition.
Also, the SAR standard deviation decreases 1.6% after involv-
ing the calibration. These results further demonstrate that
the proposed generative model is efficient to resist noises in
recovered CSI of WiFi signals for improving the robustness.

To further illustrate the improvement of our activity
modeling-based conversion and generative model-based cal-
ibration in the recovered signals, we present legitimate signals
(i.e., ground truth), as well as the converted and calibrated sig-
nals under “slice” for explicit comparison, as shown in Fig. 16.
We can observe a similar time-aligned pattern between the
legitimate and converted signals, indicating the effectiveness
of signal conversion. However, there also exhibits an obvious
difference in terms of the amplitude, due to the presence
of channel noises. After applying signal calibration on the
converted signal, we can see that the amplitude difference
is greatly suppressed so that the legitimate and calibrated
signals exhibit higher similarity, validating the necessity of
ActListener’s calibration of noise resistance.
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TABLE I

ARA OF ActListener UNDER DIFFERENT DISTANCES
ON DIFFERENT MODELS

WiFiU/SVM[12] CARM/HMM][10] hg‘%“\gﬁlg‘/
REC 92.8% 92.6% 91.6%
SUR-1.5m 85.3% 83.7% 85.5%
SUR-1.6m 84.4% 82.8% 84.3%
SUR-1.8m 81.8% 80.2% 80.8%
SUR-2m 74.3% 73.1% 72%
TABLE TI

SAR OF ActListener UNDER DIFFERENT DISTANCES
ON DIFFERENT MODELS

WilD/ FingerPass/ Shi et al./
SVM-based[20] RNN-based[21] AE-based[19]
AUTH 90.1% 89.8% 89.3%
ATK-1.5m 81.7% 82.2% 81.2%
ATK-1.6m 80.5% 81.0% 80.7%
ATK-1.8m 79.0% 78.7% 79.8%
ATK-2m 72.0% 71.5% 70.2%

D. Impact of NLoS Scenarios

Except for the Line-of-Sight (LoS) scenario, we also eval-
uate the performance of ActListener in the Non-LoS (NLoS)
scenarios, whose floor map is shown in Fig. 17(a). Fig. 18(a)
shows ARA of ActListener in NLoS scenarios. It can be
observed that the ARAs in NLoS only exhibit a slight decrease
compared with that in LoS, which is still over 80%. This is
because though the signal diffracts and penetrates through the
wall, the received signals by Sp and Rx are the ones directly
interacted by the user body, leading to predictable multipath.
Especially when WiFi operating bands increase from 2.4GHz
to 5GHz (or even 60GHz), the penetration becomes more
significant, expecting to achieve better performance. Such
a result demonstrates that WiFi activity surveillance even
induces more severe threats than vision-based ones.

We also evaluate the performance of ActListener on attack-
ing user identification under NLoS scenarios. Considering
the less robustness of user identification, we further refine
the NLoS scenarios into two different ones, i.e., NLoS-I:
both Rx and Sp are on one side of a wall, while Tx is on
the other side, as shown in Fig. 17(a); NLoS-2: only Sp is
behind a wall, while Rx and Tx are in the front, as shown
in Fig. 17(b). Considering the usage scenarios of WiFi-based
user identification, the volunteers performing gestures for login
are always on the same side with Rx. Fig. 18(b) shows SAR
of ActListener in NLoS scenarios. We can see that SAR in
NLoS-1 is still over 80%, while that in NLoS-2 significantly
decreases below 60%. This is because both Sp and Rx are
on the same side of the wall in NLoS-1. Though the signal
diffracts and penetrates through the wall, the received signals
by Sp and Rx are the ones directly interacted by the user body.
Hence, the introduced changes should remain the same for the
two pairs, leading to predictable multipath. On the contrary,
due to different placements of Sp and Rx in NLoS-2, the
real-world propagation of signals probably involves complex
diffraction and penetration, violating the models provided in
Section III-C.2, and thus introduces significant performance
degradation. These results suggest that ActListener is still
effective in NLoS scenarios with a consistent setting between
the Tx-Rx and Tx-Sp pairs.

E. Impact of Distances and Angles

We also evaluate the impact of distances and angles of Sp
on the performance of ActListener. To be consistent with the
settings in Section I'V-A, the location is defined as the distance
between Tx and the compromised Sp, and the angle between
Tx-Rx and Tx-Sp connections. We repeat the aforementioned
experiments under the distance of [1.5m, 2m] and the angle of
[-60°,60°]. Tables I and I show ARA and SAR of ActLis-
tener under different distances on different models. We can
observe that both ARA and SAR decrease as the increase of
distance. This is because the intensity of WiFi signals degrades
as the range between Tx and Rx/Sp increases, indicating a
less reliable signal eavesdropped by the compromised Sp. But
both ARA and SAR could still be larger than 80% within the
distance of 1.8m and 1.6m on activity recognition and user
identification, respectively.

On the other hand, Tables III and IV show ARA and SAR of
ActListener under different angles on different models. It can
be seen that except the angle directly facing the victim user
(i.e., 60°), both ARA and SAR decrease in varying degrees.
In particular, under the angle of —60° and —30°, the ARAs
both significantly decrease below 55% on average. And similar
trend can be observed in SAR as shown in Table IV. This
is because under these two angles, the compromised Sp is
placed behind the victim user, thus hardly receiving the signals
interacting with the victim user’s moving body. But for other
angles, the ARA and SAR could be above 80%, indicating
the high possibility of successful activity surveillance under
different angles.

V. DISCUSSIONS

In this section, we discuss some practical issues about
ActListener and provide several countermeasures to defend
such an attack.

Active Attack vs. Passive Attack. For a WiFi-based
activity recognition system, an adversary could launch either
an active attack (i.e., injecting interfering noises to disable
the system), or a passive attack (i.e., the activity surveillance
in this paper). It may not be difficult for an adversary to
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TABLE III

ARA OF ActListener UNDER DIFFERENT ANGLES
ON DIFFERENT MODELS

WIiFiU/SVM[12] CARM/HMMI[10] Nl[)“Tl“\g[rf%‘/
REC 92.8% 92.6% 91.6%
SUR-60° 86.8% 84% 84.8%
SUR-30° 86.4% 83.9% 85.3%
SUR-0° 85.3% 83.7% 85.5%
SUR-—-30° 54.8% 49.5% 53.4%
SUR-—60° 55.8% 49.5% 53.4%
TABLE IV
SAR OF ActListener UNDER DIFFERENT ANGLES ON DIFFERENT MODELS
WilD/ FingerPass/ Shi et al./
SVM-based[20] RNN-based[21] AE-based[19]
AUTH 90.1% 89.8% 89.3%
ATK-60° 84.0% 83.6% 82.5%
ATK-30° 82.1% 83.0% 81.8%
ATK-0° 81.7% 82.2% 81.2%
ATK-—30° 50.3% 48.9% 51.0%
ATK-—60° 45.6% 44.3% 48.9%

launch an active attack by exploring the noisy nature of CSI
in state-of-the-art WiFi-based activity recognition systems.
On the contrary, the passive attack is much more complex
than the active one, and also more severe in practice due to
its imperceptibility. Our work overcomes the challenges and
demonstrates the feasibility of activity surveillance on WiFi-
based activity recognition systems.

Untargeted Attack vs. Impersonation Attack. To attack
a WiFi-based user identification, an adversary could launch
either an untargeted attack to disable the system, or a targeted
attack (i.e., an impersonation attack) to bypass the access
control. It may not be difficult for an adversary to launch an
untargeted attack by exploring the noisy nature of CSI in state-
of-the-art WiFi-based user identifications. On the contrary,
the impersonation attack is much more complex than the
untargeted one, and also more severe in practice due to
its imperceptibility. Our work overcomes the challenges and
demonstrates the feasibility of the impersonation attack on
WiFi-based user identifications.

Advanced Characteristic vs. Attack Success. As men-
tioned in the related work, most of existing WiFi-based activity
recognition and user identification systems are domain-specific
and thus sensitive to variations of environment, orientation,
location, etc. Hence, direct replaying the eavesdropped WiFi
signal without the pattern conversion of ActListener to the
target system would significantly downgrade the attack suc-
cess. Latest researches [45], [46] have enabled WiFi-based
activity recognition in cross-domain scenarios for better user
experience and flexibility. However, such an advanced char-
acteristic probably introduces more severe vulnerability into
the systems. Theoretically, a cross-domain WiFi-based activ-
ity recognition treats signal patterns received from various
locations, orientations, or environments as the same one for
a distinct user, i.e., the system would recognize any signals
received around the victim user as the same activity pattern,
even from a different position. This indicates the attack efforts
may even be released for an adversary when attacking a cross-
domain WiFi-based activity recognition. But in practice, the
cross-domain WiFi-based systems still yield poor performance,
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due to the significant difference among various domains.
In this case, ActListener could also be applied to improve
the attack success. Therefore, more security concerns should
be addressed before the practical deployments of WiFi-based
activity recognition.

Extension on Emerging WiFi Standard. Compared to
the omni-directional WiFi 4 (802.11n) signal used in the
current attack, the advanced WiFi 6 (802.11ax) introduces
beamforming techniques to enable directional downlink com-
munication for improving the data rate. Such an advanced
characteristic should not downgrade the attack performance
of ActListener. This is because the beamforming technique is
actually realized by fusing the multiple signals received from
different antennas, which indicates the signal received from
each antenna still propagates omni-directionally. Hence, when
implementing ActListener on WiFi 6, we can realize the signal
recovery based on the signal on each antenna, instead of using
that after signal beamforming.

Countermeasures. To defend ActListener, the countermea-
sures could be applied on different steps of ActListener. The
key of ActListener is to first eavesdrop on a user’s behaviors
from the omni-directional signals, and then employ it for
activity surveillance by querying. Hence, the most straight-
forward countermeasure is to prevent your devices (i.e., the
Rx) from signal injection by the firewall setup or physical
protection. This is appropriate for some public environments
(such as an office), where the user could not prevent his/her
behavioral patterns from potential leakage in the air easily.
Another way is to protect the connection to users’ own router
(i.e., the Tx) carefully, by setting an isolated network (such as
a guest network) or simply rejecting any external connection.
This scenario is more suitable for private spaces, such as a
house or apartment. In addition, our evaluations actually reveal
one potential solution by placing the Rx in specific locations.
As demonstrated in Section IV-D, different LoS settings
between Tx-Rx and Tx-Sp pairs could downgrade the surveil-
lance performance. Based on this observation, the users can
place all adjacent Rxes with different Tx-Rx blockages, i.e.,
if one Rx is placed in LoS with Tx, its adjacent Rxes should
be placed in NLoS with Tx. Such a straightforward approach
serves as a potential countermeasure to resist the attack.

VI. RELATED WORK

In this section, we discuss the key researches about WiFi
sensing, as well as the attacks on wireless systems.

WiFi Sensing. In 1997, WiFi was invented and first released
for consumers, and become pervasive in indoor environments
nowadays. Because of its wide existence, researchers realize
the great potential of using WiFi to implement low-cost
and device-free sensing applications. Enormous researches
employ WiFi signals to implement various applications, such
as vital sign detection [47], activity recognition [4], [6], indoor
localization [48], finger gesture tracking and recognition [10].
Among them, activity and gesture recognition attracts more
attention to realize privacy-preserving natural human-computer
interaction methods. Early work [4] demonstrates the fea-
sibility of using WiFi to recognize human daily activities,
inspired by which, following works [5], [6], [7], [8], [9], [10]
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explore the sensing capability of WiFi on more fine-grained
activity and gesture recognition. Recent studies [23], [24] even
investigate the feasibility of WiFi sensing in multi-subject
scenarios. Latest work [44] even demonstrates realizing an
imaging system based on WiFi signals, further extending the
usage of WiFi sensing.

With the rapid development of WiFi sensing, users’ privacy
concern also increases due to the stored sensitive informa-
tion facilitating intelligent services. Hence, recent research
efforts [12], [13], [14], [15], [16] further push WiFi sensing
to individual identification area for rigorous access control,
extending the usage of WiFi sensing. Early studies [25], [26]
sense user walking gait using WiFi to distinguish different
individuals. Following works [16], [17], [18] release sensing
behaviors from gait to various common human activities for
user identification. Except for coarse-grained activities, some
researches [12], [13], [14], [15] even realize the fine-grained
finger gesture sensing for user identification, and extend them
to gesture-free and multi-person scenarios.

Attacks on Wireless Systems. Due to the omni-directional
broadcasting manner of wireless signals, wireless systems are
vulnerable to various attacks by nature. Generally, wireless-
oriented attacks are categorized into the insider attack and
outsider attack [49]. The insider attack requires compromising
the wireless access point by injecting malicious software or
accessing the device physically in advance, which is rarely
realized in practice. Instead, the outsider attack only utilizes
the omni-directional broadcasting signals for eavesdropping
[50], [51], [52], [53], [54], [55] or disabling [49] purposes.
Although many researchers realize the vital importance of
providing security guarantees for wireless systems, this prob-
lem remains an open issue and has not been fully addressed
yet [56]. Some works propose anti-eavesdropping systems in
terms of key establishment [51], message concealing [50],
signal leakage detection [53], etc., but the requirement of mod-
ifying commercial systems constrains its wide deployment.
Following work [54] designs a unique signal transmitting
scheme, relying on commercial single-antenna device only,
to detect the malicious eavesdropper. However, all the afore-
mentioned works are targeted at wireless communication,
without the investigation of gradually developed wireless sens-
ing. More recent studies start to explore eavesdropping attacks
on WiFi sensing for password and keystroke inference [57],
[58] or introduce adversarial example attacks [59], [60], [61]
to undermine WiFi-based gesture or behavior recognition sys-
tems, but the feasibility of exploiting WiFi sensing for activity
surveillance and user impersonation remains unexplored.

Different from them, our work aims to reveal the pri-
vacy leakage threat where an arbitrary WiFi infrastructure
could turn to surveillance or impersonation equipment, which
requires no direct physical access to legitimate users’ devices
and prior knowledge of user behaviors, model details and
device locations.

VII. CONCLUSION

In this paper, we demonstrate ActListener, which could
employ a compromised WiFi infrastructure in any location
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to realize the activity surveillance and impersonation. In par-
ticular, we first model the CSI of propagating WiFi signals
induced by victim user’s behaviors, and design the convert
function to recover the legitimate signals from the adversary’s
received signals, so that the signal from a WiFi infrastructure
in any location could be used for activity surveillance and
impersonation. After that, we further design a generative
model-based neural network to calibrate the converted signal
for resisting the always-existed noises in CSI of WiFi signals.
Experimental results demonstrate that ActListener can achieve
good performance on recovering legitimate signals to retrieve
user activities semantics and user identity.
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