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Abstract—With the increasing accessibility of drones, they
have been warmly embraced across various sectors, especially
in low-altitude logistics transportation. However, during drone
delivery, legal drones dispatched by logistics companies are
susceptible to malicious attacks, resulting in package theft or
substitution. To address this, existing works focus on designing
drone authentication to secure drone delivery. However, most
of these methods require expensive specialized equipment, such
as high-quality microphones and professional recording devices,
resulting in high real-world application costs. In this paper,
we propose DroneAudiolD, a lightweight acoustic fingerprint-
based drone authentication system that relies solely on common
mobile devices. The basic idea is to employ acoustic fingerprints
to authenticate different drones of the same model based on
differences in fundamental frequency and harmonic compo-
nents of drone audio. Specifically, the drone audio is recorded
by a mobile device instead of sophisticated equipment. We
apply wavelet transform to remove high-frequency noise during
data preprocessing. Then, specialized filter banks are designed
for feature extraction, leveraging the frequency characteristics
of drone audio. Finally, we construct a Bi-Long Short-Term
Memory (Bi-LSTM) with an Open-Max model for open-set
classification. Extensive experiments are conducted on eight crafts
drones of DJIMini2, showing an authentication accuracy of
99.6%. A series of comprehensive experiments further validate
DroneAudiolD’s capability to defend against various attacks.

Index Terms—Drone authentication, acoustic fingerprint, Bi-
LSTM, secure drone delivery.

I. INTRODUCTION

ECENT years have witnessed the drone industry ush-
ering in rapid development. It has become one of
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the important development directions with a market projec-
tion of $29 billion within the next decade [1]. Amidst the
COVID-19 outbreak, a number of countries have utilized
drones as a means to offer secure and contact-free package
transportation in hard-to-reach areas. This approach has proven
to be more robust and reliable during these challenging times.
Low-altitude logistics delivery refers to the use of drones to
deliver packages to designated locations, with the advantages
of autonomy, effectiveness, and timeliness. Leading players
in online retailers (e.g., Amazon and Alibaba) are prototyp-
ing systems to deliver packages from their warehouses to
customers via drones [2]. Delivery companies, such as DHL
and EMS, are also exploring drones to enhance their speedy
delivery options except for traditional transportation methods.

With the soaring popularity of drone delivery, authentication
is crucial to prevent drones from accessing resources they are
not authorized to access. In the scenario of utilizing drones for
delivery services, the drone is responsible for picking up the
packages from the sender. There exists an impersonation attack
where an unauthorized drone poses as the legal one in order
to steal the package. Moreover, even if the drone is legal and
transports the packages to the designated receiver, it is suscep-
tible to the man-in-the-middle attack, such attacks could result
in the desired packages being substituted during delivery.
Furthermore, the need for drone authentication extends beyond
package delivery. For example, in surveillance operations,
unauthorized drones can pose significant security risks by
falsifying their identity to access restricted areas or data.
In emergency response scenarios, such as search-and-rescue
missions or medical supply drops, confirming the identity of
the drone is paramount to ensuring that critical resources are
delivered to the right location and are not intercepted by
malicious parties. Without authentication, the integrity and
reliability of the collected data could be compromised, leading
to misleading insights and potentially harmful actions.

For authentication purposes, many drones have software-
level digital certificates to indicate the identity of each drone,
such as the engraving of the registration number on the drone’s
exterior and broadcasting unencrypted identity information [3].
As a countermeasure against potential copy attacks, many
studies have suggested the adoption of Public Key Infrastruc-
ture (PKI) in the context of drones. This approach involves
harnessing digital certificates to establish publicly verifiable
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identities, effectively functioning as a “virtual license plate”
for drones. Unfortunately, these software-based remedies still
present hazards. There exist a multitude of attacks that com-
promise certificates by targeting certificate authorities and web
servers [4], [5], in addition to producing fraudulent certificates,
ultimately leading to successful impersonation.

Moreover, Remote IDentification (RID) technology plays
a role in regulating drone operations. These regulations and
protocols mandate drones to periodically transmit telemetry
data (latitude, longitude, speed, etc.) to facilitate precise
identification and tracking of the drone. However, there is
an inherent vulnerability in the RID receiver, it is easily
susceptible to high-power spoofing attacks leveraging open
drone ID messages. Such attacks can force the receiver into
discarding genuine RID transmissions. Exploiting this vul-
nerability enables attackers to manipulate the drone’s RID
information, thereby circumventing existing security measures
and potentially engaging in nefarious activities.

Except for software-level solutions, the mechanical struc-
ture of the drone determining its physical characteristics is
inherently unique. Hence, we turn to exploring such charac-
teristics for drone authentication. When drones are in flight,
the operation of brush-less motors and propellers generates
distinct audio signals. Due to slight manufacturing imperfec-
tions, each drone exhibits a unique acoustic fingerprint. By
analyzing these acoustic characteristics, we can establish a
robust drone authentication system. Acoustic-based methods
offer several advantages: they are cost-effective, easy to deploy,
and without the requirement of visual or communication
signals. This makes them particularly effective compared to
other methods, such as radar, vision, or Radio Frequency
(RF), which struggle to differentiate between drones of the
same model, as these typically share identical size, color, and
material.

Existing researches on acoustic-based drone authentication
methods have several limitations. First, there is a depen-
dency on specialized equipment. Many existing studies require
expensive specialized equipment, such as high-quality micro-
phones and recording devices, making real-world applications
challenging. A low-cost, portable authentication scheme is
needed. Second, recording drone audio in a studio. Most
research is conducted in indoor environments, limiting its
application in drone delivery. Drones in outdoor environments
may be affected by factors such as wind, traffic noise, etc.,
leading to changes in their audio characteristics. Thus, an
optimal denoising and audio feature extraction method should
be proposed. Also, there are security risks. The drone audio is
susceptible to being secretly recorded or forged by malicious
third parties, leading to security vulnerabilities. A series of
comprehensive experiments should be conducted to validate
the security performance of the authentication system based
on drone audio.

In this paper, we develop DroneAudiolD, which is a
lightweight acoustic fingerprint-based drone authentication
system to enhance the security of drone delivery. More specif-
ically, we make the following contributions:

e A lightweight authentication system is developed.
DroneAudiolD can enable the recording of drone
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audio using a mobile device, eliminating the need for
elaborate and costly equipment, as well as any necessity
for additional deployment of supplementary gear.

e A novel audio feature extraction scheme is designed
specifically for distinguishing the different drones of
the same model. Initially, we utilize wavelet transform to
remove unstable high-frequency noises from the recorded
drone audio in an outdoor environment. Subsequently, we
develop a specific filter bank to extract the fundamental
frequency and harmonics components of drone audio as
features, which are the key features for distinguishing
different drones in the same model.

e A classifier with an open-set method is structured.
We design a Bi-Long Short-Term Memory(Bi-LSTM)
model with the Open-Max method as the classifier. Which
can not only authenticate the registered drones but also
authenticate the drones that have never been seen before.

e Comprehensive experiments are conducted to verify
the security performance of the authentication system.
DroneAduiolD can authenticate the drone’s legitimacy
to defend against impersonation attacks when the sender
is shipping the packages. Additionally, the receiver can
utilize DroneAduiolD to determine whether the packages
have been substituted during drone delivery to miti-
gate man-in-the-middle attacks. Moreover, comprehensive
experiments have been conducted to verify the ability
of DroneAduiolD to resist impersonation and third-party
attacks.

Fig. 1 illustrates the protocol of DroneAduiolD for drone
authentication. During the shipping phase, the sender initiates
a request for a drone from the logistics distribution company’s
Application Programming Platform (APP). Then, the company
dispatches a registered drone to the sender’s location to pick
up the packages. When the drone reaches the pickup location,
the sender records the audio of the drone and submits it to the
APP for authentication of its legality. At the receiving phase,
the receiver records the audio of the drone with packages.
This audio is then sent to the APP for authentication of its
consistency, which is compared against those recorded during
shipping. If the authentication is successful, the drone hands
over the packages to the receiver, and the drone delivery
process is over.

The rest of this paper is organized as follows. We first
present the related work in Section II. The system model and
threat model are introduced in Section III. The characteristics
of the drone audio are analyzed in Section IV. And Section V
presents the design of the DroneAudiolD system. We present
the performance evaluation of DroneAudiolD in Section VI.
Section VII discusses the limitations and possible extensions
of this work. We finally conclude in Section VIII.

II. RELATED WORKS

In this section, we review recent studies on acoustic sensing
techniques and drone detection and identification methods.

A. Acoustic Sensing

Acoustic sensing has been rapidly developed in recent years,
with the omnipresence of mobile and wearable devices and
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Fig. 1. An exemplary scenario of drone authentication designed for drone delivery.

the advancement in audio chips. Previous studies explored
acoustic signals for heartbeat monitoring [6], tracking [7],
[8], respiratory symptom detection [9], secret communications
[10], [11] and even eye gesture listening [12], etc., which
supports various practical applications. With the prevalent
applications, recent studies investigate the feasibility of acous-
tic sensing for security purposes, including user authentication
[13], [14], [15], side-channel attacks [16], [17], and even
activity eavesdropping [18], [19]. All of these demonstrate the
great potential of acoustic sensing in security applications.

B. Drone Detection and Identification

1) Radar-Based Methods: Radar-based methods utilize
reflected radar signatures to detect and identify drones.
Researches on radar-based detection methods for small
commercial drones are explored in references [20], [21].
Schupbach et al. [22] and De Quevedo et al. [23] primarily
investigate the detection of drones using specialized equip-
ment, which can detect the drone at a range of 1.2km and
2km, respectively. Although these radar-based methods offer a
significantly long detection range, radar equipment is typically
large and expensive. More recent works [24], [25], [26]
introduce neural networks to realize accurate drone detection
on commercial devices, such as mm-wave radars. However,
these studies are limited to classifying drone models and do
not enable differentiation between individual drones.

2) RF Signature-Based Methods: RF signature-based meth-
ods are employed to intercept wireless transmissions between
drones and flight controller modules. Passive RF technology
[27], [28], [29] plays a crucial role in drone detection and
tracking, which involves analyzing signals emitted by drones
or fluctuations in signals within the surrounding environment.
The following works [30] and [31] investigate the use of
raw RF fingerprints for drone-type identification. Additionally,
they further confirm the impact of Bluetooth and Wi-Fi signal
interference with a series of experiments. RF-based methods
require the deployment of an additional set of RF communica-
tion systems and are susceptible to environmental interference.

3) Vision-Based Methods: Vision-based methods employ
cameras to capture images or videos for drone detection and
identification. Mahdavi and Rajabi [32] utilize three classifi-
cation models for drone identification using fisheye cameras
respectively. However, their study solely focuses on drone
detection. The classification of different models of drones is
addressed by following works [33], [34], [35], which introduce
advanced neural networks like Resnet50 and YOLOv4 to
identify the category and position. However, the limitation of
these studies is the inability to accurately identify the different
drones that share the same appearance.

4) Acoustic-Based Methods: Acoustic-based methods
leverage the audio generated by drones during flying to
make detection and identification, requiring no additional
equipment deployment. Early works [36], [37], [38] can
only detect the drone existence using acoustic-based
methods. The following works [39] and [40] investigate the
classification of different models of drones, which validate the
effectiveness of using traditional features (e.g., Mel-Frequency
Cepstrum Coefficients, MFCC, and Linear Predictive Cepstral
Coeflicients, LPCC) and deep learning methods (e.g., Long
Short-Term Memory, LSTM) to identify drones.

Another work [41] further investigates the possibility of
remotely detecting the weight of the payload carried by a com-
mercial drone by analyzing its acoustic fingerprint. However, it
requires the use of a professional microphone and a laptop for
audio acquisition, which limits its deployment in real-world
scenarios. Wu and Zeng [42] develop an audio comparison
method that leverages the audio differences between drones
and verifier devices for authentication that does not rely
on drone audio fingerprints. Other works [43], [44], [45]
mainly focus on utilizing other characteristics of drones to
facilitate authentication in logistics delivery. Wu et al. [43]
propose to sense users’ hand waving based on a smartphone’s
inertial measurement unit while the drone’s camera records
video. Yang et al. [44] extend this approach, adapting it for
authentication in unmanned vehicles.

The acoustic characteristics of drones from the same model
are examined in both [46] and [47]. Ramesh et al. [46] delve
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into differentiating the audio characteristic of a drone equipped
with various motors. They introduce SoundUAV, a system that
focuses on the differences in the acoustic characteristics of
drone motors. They study the audio generated by different
motors of a drone, and use MFCC and Support Vector Machine
(SVM) to classify the motors, obtaining 99.48% accuracy.
However, in the experiment, the drones need to be docked at
the specified position, and the motor needs to be dismounted
from the drones. The recorded audio solely captures the noise
of the operational motor, significantly diminishing its practical
application potential. Diao et al. [47] study the classification
problem for different drones in the same model. They extract
the audio characteristics by the MFCC, delta MFCC and delta-
delta MFCC methods respectively, and compared the accuracy
with eight different classifiers. The highest accuracy is 96.3%.
However, they record the drone audio in an indoor studio with
professional microphones, which is limited in drone delivery
applications. And the ability of the system to resist attacks
was not verified.

In sum, compared to radar, vision, and RF-based methods,
acoustics-based methods offer cost-effectiveness and the abil-
ity to distinguish between different drones of the same model.
However, existing studies are constrained by the following
aspects. First, existing research relies on expensive specialized
equipment, such as high-quality microphones, which makes
real-world applications difficult. Second, recording drone
audio in a studio setting is common in research, restricting its
practicality in drone delivery scenarios. Third, the resilience
of authentication methods against attacks requires validation.
Instead, this work proposes a pioneering system DronAudiolD
for lightweight acoustic fingerprint-based drone authentication
for secure drone delivery.

III. SYSTEM AND THREAT MODELS

In this section, we illustrate the drone-based logistics trans-
portation process and the threat model of drone delivery.

A. System Model

Logistics companies can utilize drones to offer low-altitude
delivery services, enabling contactless and efficient logistics
distribution. A sender can place orders through a designated
platform, such as a mobile APP provided by the logistics
company. The sender specifies the delivery details, including
the pickup location, destination address, and some information
about the package. Upon receiving the order, the logistics
company dispatches a drone to the designated pickup location.
The drone, equipped with Global Positioning System (GPS)
and navigation systems, can automatically navigate to the
pickup location. At the location, the drone lands or hovers
at a designated spot where the sender can load the package
onto the drone. After that, the drone takes off and follows
a predetermined flight path to the destination. Upon arrival
at the destination, the receiver receives a notification, indi-
cating that the package has arrived. The receiver can then
retrieve the package from the drone at a designated delivery
spot.
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Fig. 2. Threat model of drone delivery.

B. Threat Model

When a sender places an order, it includes detailed delivery
information such as sender and receiver addresses, as well as
basic package details. A malicious adversary can potentially
intercept this information through network attacks. After that,
the adversary can launch two kinds of attacks, i.e., imperson-
ation and man-in-the-middle attacks. In the common scenario,
it is rare for multiple drones to pick up packages at the same
time, typically, the packages are loaded onto one drone before
loading the next. Even when multiple drones are present, strict
protocols ensure that a safe flying distance is maintained.
Therefore, we focus primarily on single-drone scenarios. The
threat model is described in Fig. 2.

1) Impersonation Attack: During the shipping phase, the
adversary dispatches illegal drones to the pickup location
based on intercepted information. Illegal drones can imperson-
ate the legal ones to steal packages. When the sender observes
a drone arriving to pick up the packages, it is challenging to
determine its legitimacy based on appearance solely, especially
if the adversary utilizes the same drone model. Under such an
attack, the package is probably loaded onto the illegal drone
by the sender himself/herself, thus causing the package loss.

2) Man-in-the-Middle Attack: Even if the drone is legal
and transports the packages to the designated receiver, it is
susceptible to the man-in-the-middle attack, such attacks could
result in the desired packages being substituted during deliv-
ery. Since the adversary can obtain some package information,
he/she is able to substitute the package during drone delivery.
By manipulating the navigation system, the adversary can
direct the drone to a predetermined location and swap the
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Fig. 3. Spectra of four kinds of audios.

original package. After the substitution, the adversary can
restore the address information, letting the drone proceed to
the intended recipient. Unlike direct theft of packages, when
an attacker substitutes packages during delivery, they can shift
responsibility for the incorrect package onto the sender. This
action may lead the receiver to believe that the sender failed
to send the correct package.

Additionally, there is a scenario where an attacker places an
extra object on the drone, intentionally causing the receiver
to reject the package, thus resulting in a failed delivery. It
is, however, reasonable for the receiver to refuse the package
if there is a mismatch between the dispatched and received
items, as the additional object could be an unknown and poten-
tially hazardous item. Therefore, the man-in-the-middle attack
model defined in this paper focuses primarily on replacing
the package to mislead the receiver into believing that the
dispatched and received packages are identical.

IV. DRONE AUDIO CHARACTERISTICS

To implement an acoustic-based drone authentication sys-
tem and defend against attacks, we first investigate the
characteristics of drone audio and explore its distinct finger-
prints, serving as the basis of our proposed authentication
method.

A. Characteristics of Drone Audio

According to the principle of aerodynamics, a drone flies by
pushing the air close to the propellers downwards, as the motor
drives the propeller at very high speeds. The primary sources
of the drone audio are its rotating propellers and running
motor. The spectra of the drone audio and several common
audio samples that sound like drone audio are illustrated in
Fig. 3. Compared to drone audio, the frequencies of airplane,
washer, and bee audio signals are lower. Additionally, the
harmonic components of these three kinds of audio signals
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TABLE I

COMPONENTS DIFFERENCES OF DIFFERENT DRONES IN THE SAME
MODEL

Components of drone
Motor bearings

Variability factors
Manufacturing tolerances,
wear and tear
Design and materials density
Winding density and quality
Heat dissipation efficiency
Materials density, Shape
differences
Balance angle
Frequency and response speed
of the speed controller
Quality of motor and frame
installation
Tightness of bolts
Material density and state

Rotor and stator
Coil windings
Motor heat sink
Propeller material and shape

Propeller balance
Electronic speed controller

Motor and frame installation

Bolts
Fasteners

are predominantly concentrated below 1kHz. However, the fre-
quency domain characteristics of the drone are totally different
from those of airplane, washer, and bee. Drone audio primarily
comprises a fundamental frequency and its corresponding
higher-order harmonics. These harmonics exhibit a regular
distribution within the range of 0 ~ 8kHz. The frequencies
of these harmonics approximately represent integer multiples
of the fundamental frequency.

The fundamental frequency of the drone audio is determined
by the KV rating of their stepper motors. The KV rating
represents the ratio between the motor’s Revolutions Per
Minute (RPM) when unloaded and the voltage supplied by the
battery. By multiplying the KV rating with the drone battery
voltage, we obtain an RPM value which, when divided by 60,
yields the fundamental frequency in Hz. Different models of
drones have different KV ratings for the stepper motors that
alter the fundamental frequency and its harmonics.

B. Frequency Characteristics of Drones of the Same Model

The drone audio during flying is mainly generated by
propeller and motor vibrations. Although drones of the same
model use identical types of engines and rotors, each drone
has a unique acoustic fingerprint due to slight variations in
hardware manufacturing. The components contributing to this
diversity in drone audio are outlined in Table I. For each
factor influencing these differences, there are multiple possible
variations. By multiplying the number of variations for each
factor, it becomes possible to distinguish between thousands
of individual drones based on their unique audio profiles.

We recorded the audio of two DJI Mini2 drones hovering
in identical environmental conditions, whose corresponding
acoustic spectra are presented in Fig. 4. It can be observed
that the fundamental frequencies of both drone audios are
around 320Hz. This is because the fundamental frequency is
determined by the KV ratings and the drone battery voltage.
Since the experimental setting for the two drones is controlled,
the fundamental frequency of the audio from these two drones
is generally similar, with slight variations in their amplitudes
only. On the other hand, we can observe significant differences
in amplitudes and frequencies in the higher-order harmonic
components, which is induced by the imperfection of hard-
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ware manufacturing. Therefore, these unique characteristics
demonstrate our intuition and can be utilized to realize the
authentication of the different drones of the same model.

V. DRONEAUDIOID DESIGN

In this section, we present the architecture and design
details of drone authentication DroneAudiolID. Fig. 5 illus-
trates the workflow of DroneAudioID. The system comprises
three fundamental phases: data preprocessing, feature extrac-
tion, and classification. In the data preprocessing phase, we
initiate by applying peak normalization to standardize the
amplitude levels across different recording signals. Subse-
quently, each recorded audio file undergoes segmentation into
smaller frames to facilitate subsequent phases. Finally, to
mitigate the impact of noise on authentication performance,
we employ wavelet decomposition and reconstruction. Moving
to the feature extraction phase, the audio signal undergoes
transformation into the frequency domain via Fast Fourier
Transformation (FFT). Following this, we design a specialized
filter bank termed Drone Audio Classification Filters (DACF),
meticulously crafted to match the spectral characteristics of
drone audio, thereby enabling precise feature extraction. Then
the Discrete Cosine Transform (DCT) is utilized to derive
the feature vector. In the classification phases, particularly
for open-set classification, we propose a Bi-LSTM model
integrated with the Open-Max algorithm to ensure robust
classification, even in scenarios where class labels might not
be exhaustive.

A. Data Preprocessing

1) Peak Normalization: Before extracting features from
the audio, we should properly pre-process the original audio.
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First, we perform peak normalization to equalize the amplitude
levels of different recording signals. Even in an environment
with minimal noise, the mobile device capturing audio sig-
nals for the same drone can vary due to minor operational
differences, which may cause variations in amplitude levels.
Through peak normalization, amplitude dependency in the
audio signals can be removed. The mathematical formulation
of peak normalization is presented as follows:

Y - 0= minG@) 0

max(x(7)) — min(x(?))

where x(f) represents the recorded drone audio signal.

2) Audio Framing: The subsequent step involves segment-
ing each audio file into smaller frames to facilitate feature
extraction. Previous studies commonly employed frame dura-
tions ranging in [20 ~ 1,000]ms. However, the findings
[48], [49], [50] show that the audio features extracted from
a very short frame length of 20ms may not be sufficient for
distinguishing drones. Meanwhile, employing a longer frame
length results in a reduced size of the extracted feature data,
which potentially compromises the performance of classifica-
tion algorithms. Thus, we choose a frame length of 100ms,
and each frame has a 50% overlap with adjacent frames by
default.

3) Denoise: The recorded audio signals comprise vari-
ous noise components, including environmental noise, and
instrument noise from the mobile device. So it is essential
to denoise the recorded drone audio. The wavelet transform
has a favorable impact on processing audio signals for noise
reduction. Therefore, we utilize wavelet transform for signal
processing to effectively mitigate noise interference.

By selecting appropriate wavelet basis functions and decom-
position levels, the recorded drone audio is decomposed using
wavelet analysis. At this point, the signal is mapped onto the
wavelet domain. Here it is decomposed into different scales
based on wavelet coefficients in spatial domains. The wavelet
transform of the drone audio signal can be expressed as:

1 © t—>b
-xwt(t):%/_wx(t) 90( P )dl 2

where a denotes the scale parameter used to control the
frequency of the wavelet, b denotes the position parameter
used to control the position of the wavelet in time, and @
denotes the complex conjugate of the wavelet. In this work,
we choose a db8 wavelet to decompose the signals in 5 layers.

After performing a wavelet transform on the recording
audio, the noise-related wavelet coefficients predominantly
reside in the high-frequency domain and possess relatively
smaller amplitudes. We employ a soft threshold method to
eliminate wavelet coefficients with low amplitudes and then
use wavelet reconstruction to obtain the denoised audio sig-
nals.

B. Feature Extraction

1) FFT: After denoising the audio signals, feature param-
eters capturing the distinctive characteristics of the target are
extracted from the denoised signal and input as feature vectors

Authorized licensed use limited to: Zhejiang University. Downloaded on February 02,2025 at 02:43:25 UTC from IEEE Xplore. Restrictions apply.



ZHANG et al.: DroneAudiolD: A LIGHTWEIGHT ACOUSTIC FINGERPRINT-BASED DRONE AUTHENTICATION SYSTEM

Coefficient
s
Coefficient

OO
8 4 3
Frequency (kHz)

7 8

0 1 2

(a) MFCC with 26 Mel filters. (b) DACF with 40 specific filters.

Fig. 6. Filters of MFCC and DACF.

into the classifier. During drone hovering, the frequency com-
ponents of the audio signal remain relatively stable over time.
Consequently, FFT is used for frequency domain analysis. The
mathematical formulation for FFT processing is as follows:

N-1
Xi(t) = ) Xl 7, 3)
n=0
where N represents the number of sampling points, 0 < k <
N — 1. We set N = 1323 in this paper.

Based on the analysis of drone audio characteristics pre-
sented in Section III, we observe that complete feature
extraction from the entire frequency domain is not essential.
This is attributed to the limited energy in the high-frequency
domain, rendering it insufficient for drone sound analysis. We
conducted an assessment of the average energy distribution
across all collected audio samples. It is revealing that nearly
95% of the energy is concentrated within the frequency range
of 0 ~ 8kHz. Hence, we focus on extracting pertinent fea-
tures within this specific range, which aligns with established
practices in drone detection and classification research.

2) Specific Filter Bank Design: After the implementation
of FFT, the subsequent step typically involves the conversion
of spectral coefficients through MFCC, which is a commonly
employed audio feature extraction. MFCC is designed based
on the human auditory system. The Mel filterbank simulates
how the human ear perceives the frequency of audio signals,
while the logarithmic operation mimics the perception of
sound intensity by the human ear. Fig. 6(a) shows an MFCC
filter bank containing 26 Mel filters. The filter bank consists
of more filters in the low-frequency region, while fewer filters
are present in the high-frequency region, aiming to capture the
nuances of auditory perception. However, in order to distin-
guish the drones in the same model, it is imperative to design
specific filter banks that consistently align with the distinctive
characteristics of drone audio. The biggest difference among
multiple drones in the same model is the ones in amplitude
and frequency of their harmonic components.

Instead of employing MFCC, we design a specific triangle
filters named DACEF to precisely extract the frequency charac-
teristics of drone audio. According to the study [40], for the
majority of commercial drones, their fundamental frequency
typically falls within the range of 150 ~ 400Hz, contingent
upon their motor specifications. So we set the center frequency
of the first filter as cenf = 200HZ.

The harmonics of drones manifest at equidistant intervals
within the frequency range of 0 ~ 2kHz, and these harmonics
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serve as crucial features for distinguishing drones in the same
model. Based on this knowledge, we devised triangular filters
with identical bandwidth and amplitude values spanning the
0 ~ 2kHz range. Moreover, above 2kHz, the difference in
frequencies and amplitudes in harmonic components between
different drones becomes relatively small. Thus we design
filters that vary non-linearly with increasing frequency in the
range of 2 ~ 8kHz.

Therefore, our specifically designed filter bank H,,(k) which
can be expressed by the following formula:

HITl(k)
0, k< fm-1),k>fm+1)
gk) — f(m—1)

= m7 fm—=1) <k < f(m) 4)

fim+1) - g(k)

ot D —famy T <k < fom+ D,

where

o cenf+1.2-ce;f-(i—1), 1<i<13 )
fG—1)-1.071, l4<i<m+2,
-1

g ="——fi 1<n<N. ©)

The sampling frequency of drone audio f; = 44.1kHz,
and m represents the number of filters. We set m = 40 to
cover the frequency range of 0 ~ 8 kHz. The values of the
coefficients in Eq. (5) are determined based on prior experience
and insights from relevant literature on triangular filter design
[511, [52], [53]. So the DACF which is tailored to drone audio
characteristics that contain 40 filters is shown as Fig. 6(b).

3) Feature Vector: To obtain the feature vector for classi-
fication, we first calculate the energy of signals in each frame
after passing through the filter bank, i.e.,

N-1
SG,m) =Y X, k)P H(k), (7)
k=0
where the variable i represents the number of frames. Then, the
DCT is subsequently applied to S(i,m) to perform a cepstral
operation. The extraction of cepstral coefficients is:

MFC(w,n)

M-1 .
\/% > log[S (i, m)] cos (%) . ®
m=0

where 1 < w < W, W represents the number of the cepstral
coefficients. Finally, we incorporate 40 cepstral coefficients
and the energy of each frame into the feature vector, resulting
in a total of 41 dimensions as input for classification.

C. Classifier for Open-Set Scenario

1) Bi-LSTM: The neural network models such as LSTM
are commonly employed in previous research for classifying
drones. LSTM is capable of capturing and retaining long-term
dependencies, overcoming the vanishing gradient problem
encountered in traditional recurrent neural networks. This
enables LSTM to better capture long-term temporal dependen-
cies when processing sequential signals. Compared to LSTM,
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Fig. 7. Bi-LSTM model with Open-Max.

the Bi-LSTM network enables the analysis of sequential
signals in both past and future information. This enables a
more comprehensive capture of contextual information. Thus,
we employed Bi-LSTM as our classifier due to its promising
performance in audio signal classification.

2) Open-Max: Open-Max is an algorithm designed for
open-set recognition tasks, aiming to effectively handle sam-
ples from unknown classes. In traditional recognition tasks,
models are typically trained to identify known classes and
assume that all unknown samples belong to one of these
known classes. However, in open-world scenarios, models
must be able to identify samples from known classes while
also detecting and rejecting samples from unknown classes.
In practical scenarios, malicious third parties frequently uti-
lize unregistered drones for attacks. Therefore, we developed
the Bi-LSTM with Open-Max to enhance the capability of
classifying unregistered drones.

First, closed-set training is performed on the Bi-LSTM
model using labeled data to learn the features and patterns.
During this process, Activation Vectors (AVs) are collected
from the trained Bi-LSTM model. These AVs are then passed
to the Open-Max layer for analysis, which computes proba-
bility scores for each class, including known classes and an
unknown class. Finally, a predetermined probability threshold
is set to determine whether a sample belongs to a known class
or an unknown class. In the classification prediction phase,
for each input sample, the model examines the probability
values in the Open-Max output vector. If any probability value
exceeds the set threshold, the model classifies the sample into
the class with the highest probability value. If all probability
values are below the threshold, the classifies the sample as the
unknown class.

The architecture of the Bi-LSTM with Open-Max is illus-
trated in Fig. 7. The classification model comprises 2 stacked
forward LSTM layers and 2 stacked backward LSTM layers.
Each hidden unit possesses a dimensionality of 32. The model
is trained for a total of 500 epochs employing the Adam
optimizer with a learning rate set to 0.0001. Throughout each
epoch, model validation is conducted using the dedicated
validation dataset, and the model achieving the lowest loss
is saved accordingly. At the classification prediction phase,
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Fig. 8. Outdoor experimental situation.

we average the predictions of multiple consecutive windows
and select the class having the highest predicted probability.
We determine the optimal number of consecutive windows
is 5 through experiments, and the experimental results are
presented in Section VI.

VI. EXPERIMENTAL EVALUATIONS
A. Experimental Setup

We recorded the drone audio during the hovering phase
in an outdoor environment. During the recording process,
we selected relatively quiet outdoor locations and avoided
recording in places with heavy traffic or high environmental
noise pollution. The drone hovering phase often involves
steady-state flight with minimal changes in engine pitch or
throttle, allowing for clearer authentication of drone audio.
The experimenter held the mobile device to record the audio
of the drones, which were positioned 2.4m high and 1.5m
away from the experimenter. This setup aims to create a more
realistic simulation of scenarios involving package shipping
and receiving. We separately collected the audios of eight
DJImini2 drones and we ensured that each drone maintained
the same distance from the experimenter. To minimize bias
caused by environmental conditions such as weather or tem-
perature, we conducted one experiment each day, recording
3 minutes of audio from each drone hovering, resulting in a
total of 10 days of data collection. We used 15% of the total
data for prediction, 15% for validation, and 70% for training.
Fig. 8 shows the experiment environment.

We use MATLAB’s Audio Toolbox to preprocess the
collected audio data (such as feature extraction). Then, we
use PyTorch’s neural network toolkit to train a classification
model. The trained PyTorch model is converted to a format
suitable for mobile devices via ONNX. On the Android
platform, the model is converted to TensorFlow Lite format,
and we use the TensorFlow Lite API to load the model. On
the i0S platform, we convert the trained model to Core ML
format (.mlmodel) and load and run the model using the Core
ML framework.

Metrics: We use the following metrics for evaluations. The
accuracy is Accuracy = (TP+TN)/(TP+TN+FP+FN), the
precision is Precision = TP/(T P+ FP), the recall is Recall =

P X Recall
TP (TP + FN). the F1 score is F1 = 2 x Lr¢cision x Reca

Precision + Recall’
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Fig. 9. Performance of authentication with different consecutive window sizes.
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Fig. 10. Confusion matrix of the classification model.

the False Acceptance Rate (FAR) is FAR = FP/(FP + TN),
and the False Rejection Rate (FRR) is FRR = FN/(FN + TP),
where TP is true positive, TN is true negative, FP is false
positive and FN is false negative.

B. Overall Performance

To classify the eight DJI mini2 drones, we employ
Bi-LSTM model with Open-Max described in Section V-C.
Considering that the classification performance can be influ-
enced by the number of consecutive windows involved in
decision-making, we first choose the suitable window size
for the classification model. Fig. 9 shows the performance
metrics under different window sizes. We can see that all
the evaluation metrics exhibit an increasing trend with the
enlargement of window sizes from 3 to 5. However, beyond
a window size of 5, enlarging the window further to 7
fails to yield any noticeable improvement. Instead, it leads
to unnecessary resource consumption. Hence, we maintain a
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Fig. 11. Performance of four kinds of classifiers in authentication.
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Fig. 12. Performance of two feature extraction schemes.

consecutive window size of 5 for classification prediction. The
corresponding confusion matrix is illustrated in Fig. 10.

For each authentication, DroneAudiolD processes the
recorded audio files by dividing them into 0.1s frames, and
the classification result is derived from the outcomes from
5 consecutive time windows. So the user only needs to
ensure the recording duration exceeds 0.5s. After sending
the recorded audio to the system, it takes 0.15s to get the
classification result.

Then, we conducted a comparative analysis of the per-
formance of commonly used classification methods in this
field, namely SVM, K-Nearest Neighbors (KNN), LSTM,
and Bi-LSTM. Fig. 11 shows the performance of these four
methods. We can see that SVM and KNN achieve the accuracy
of 94.2% and 92.3%, respectively, while both LSTM and
Bi-LSTM exhibit accuracy exceeding 95%. Notably, the Bi-
LSTM model proposed in this paper achieves the lowest FRR
and FAR, alongside an exceptional accuracy of 99.6%.

We further conducted a comparison of authentication per-
formance between the MFCC method and the DACF method.
Experimental results are illustrated in Fig. 12. Based on MFCC
method, the system can only achieve accuracy of 93.8%,
precision of 93.7%, recall of 93.7% and F1 of 93.7%. FAR
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TABLE I
COMPARISON OF DIFFERENT METHODS

Method [47] [40] Our method
Environment Indoor Outdoor Outdoor
Professional
Device microphpne, Prgfessional Mobile phone
recording microphone
studio
Cost $6000+ $400+ $200+
Results In((iilr\g;l:al Drone type In?jlr\gr?;a]
Recall 96.2% 95.2% 99.4%
Precision 96.3% 95.0% 99.4%
Accuracy 96.2% 95.7% 99.6%
F1 96.3% 95.0% 99.4%
FRR 3.8% 4.8% 0.6%
FAR 3.7% 5.0% 0.6%

and FRR both are 6.3%. While all the evaluation metrics of
the DACF-based method proposed in this paper outperform
those of the MFCC-based method.

Additionally, we provide a comparison with state-of-the-
art methods, emphasizing key differences and improvements,
as outlined in Table II. We can see that DroneAudiolD out-
performs other methods in authentication performance while
requiring only a mobile device for audio recording. Through
the data preprocessing, feature extraction, and classification
models described in Section V, users can perform authenti-
cation using a widely available, portable mobile phone with
built-in recording capabilities. In contrast, other methods typ-
ically rely on specialized recording equipment or controlled
environments. As a result, DroneAudiolD offers a more con-
venient and cost-effective authentication process, highlighting
its lightweight design and practical advantages.

C. Security Analysis

1) Impersonation Attacks: After the sender places an order
through the APP, the logistics company dispatches a registered
drone to pick up the package. Meanwhile, an attacker gains
access to a drone of the same model and steers the illegal
drone towards the designated pickup location for stealing
the package. In such a situation, the attacker attempts to
replay the audio of a legal drone to deceive our authentication
system by impersonating a legal drone. The recordings can be
surreptitiously obtained by attackers during previous deliveries
made by legal drones.

Due to the characteristics of drone audio, DroneAduiolD can
differentiate an impersonating drone from a legal one. Fig. 13
shows the spectra of impersonating and legal drones. We can
see that a notable distinction arises between the frequency
characteristics of the impersonating drone and the legal one.
This disparity primarily stems from two factors. First, When
the impersonating drone uses a player to replay the audio of
a legal one, the software and hardware design of the player
automatically perform some signal processing technologies on
the audio signals, like filtering, thereby changing the char-
acteristics of the audio. Second, while recording, the mobile
device also captures drone audio emitted by the impersonator
itself. The final audio recorded for authentication primarily
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Fig. 13. Spectra of impersonating drone and legal drone.

consists of a combination of these two kinds of audio. These
are the reasons why the DroneAudiolD can differentiate an
impersonating drone from a legal one.

To illustrate this attack scenario, we first recorded the audio
of one of the legal DJI mini2 drones and then employed a
MarshallEmbertonll Bluetooth player to replay the recording
while the other drone was hovering. The experimental results
show that DroneAduiolD can achieve accuracy of 98.5%,
precision of 98.2%, recall of 98.2% and F1 of 98.2%. Both
the FRR and FAR are 1.8%. This shows that our system can
effectively resist impersonation attacks.

2) Man-in-the-Middle Attacks: After the legal drone picks
up the package, the package will be delivered to the designated
receiver. However, when transporting valuable packages, the
malicious adversary may substitute the original package during
transportation. The package substitution leads to a deviation
in weight. Typically, it is challenging for an adversary to find
a substitute package with exactly the same weight. Even if
the attacker manages to match the weight, differences in the
distribution of the center of mass between items would persist.
This would force the drone’s engines and rotors to operate
at different frequencies to maintain flight stability, resulting
in distinct audio signatures. Moreover, while theoretically
possible, the cost for the attacker to replicate these complex
features, such as precisely adjusting the center of mass or
designing a custom-shaped package, would be prohibitively
high. Increasing the attack cost is a fundamental strategy
in security design. Therefore, although such an attack could
be theoretically feasible, the practical costs and complexities
make it highly unlikely to be a real-world threat.

As the different package weights carried by the drone lead
to various levels of audio intensity, DroneAduiolD can utilize
this to authenticate whether the package is substituted.

To demonstrate it, we first recorded the audio of a drone
carrying a package weighing 100g. Similarly, we conducted
one experiment each day, recording 3 minutes of audio from
each drone hovering, resulting in a total of 10 days of
data collection. The entire dataset was then used for model
training. Additionally, under the same experimental conditions,
we recorded audio from the same drone carrying packages
weighing 250g and 350g, respectively. So the differences in
package weights are 150g and 250g. The scenarios of drone
carrying packages are depicted in Fig. 14.
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Fig. 14. Drone equipped with package of varying weights.
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Fig. 15. Performance of the system under different package weight differ-
ences.

TABLE III
NUMBER OF MEASUREMENTS FOR EACH MODEL OF MOBILE DEVICE AND
DRONE
The number of measurements | DJI mini2 | Syma | DJI FPV
Huawei Mate30Pro 10 10 10

Huawet Mate20 10 - -
Nova9 10 - -
1Phonel4Pro 10 - -

The authentication performance is shown in Fig. 15. When
the weight difference is 150g, the DroneAduiolD can achieve
accuracy of 94.5%, precision of 94.0%, recall of 94.2% and
F1 of 94.1%. The FRR is 5.8% and the FAR is 6.0%. When
the weight difference is 250g, accuracy of 98.0%, precision
of 97.0%, recall of 97.6% and F1 of 97.3% can be achieved.
The FRR is 2.4% and the FAR is 3.0%. These results show
that the larger the weight difference is, the better performance
we can get.

D. Impact of Different Models of Mobile Devices and Drones

To verify the universality of DroneAudiolD, we conducted
tests on different models of drones and mobile devices. The
combination of test devices and the drone models to be tested
is shown in Table III. First, to discuss the impact of different
types of mobile devices on the authentication performance,
we separately recorded the drone audio of DJImini2 by
using four types of mobile phones, namely: HuaweiMate20,
HuaweiMate30Pro, Nova9, and i-Phonel4Pro. We trained
the classification model using data collected from all four
types of mobile phones, ensuring a comprehensive dataset that
reflects the variations across devices.
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Fig. 16. Performance of the system authenticating different models of mobile
phones.
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Fig. 17. Performance of the system authenticating different models of drones.

As the authentication performance shown in Fig.
by using HuaweiMate20, HuaweiMate30Pro, and
i-Phonel4Pro, the DroneAudiolD can achieve similar
authentication performance in which all the evaluation
metrics pass 99.5%. By using Nova9, we can achieve the
evaluation metrics around 97.2%. The FRR and FAR of
authentication are shown in Fig. 16(b).

Second, we discuss the impact of different types
of drones on authentication performance. We used the
HuaweiMate30Pro to record the two additional models
respectively, Syma drones and DJIFPV drones. We imple-
mented DroneAudiolD on two Syma drones, achieving accu-
racy of 99.4%, precision of 99.1%, recall of 99.3% and F1 of
99.2%. The FRR is 0.7% and the FAR is 0.9%. All the evalua-
tion metrics reach 100% when authenticating the two DJIF PV
drones. The authentication performance is shown in Fig. 17.

16(a),

E. Impact of Different Distances

When loading and unloading packages, the variation in
distance between the user and the drone can potentially impact
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Fig. 18. Performance of the system with different distances.

the authentication performance. To address this, we introduce
two parameters: s representing the horizontal distance between
the drone and the user. And % denoting the vertical distance.
Consequently, we combine different s and & to assess our
system. Considering that the receiver needs to maintain a
certain distance from the drone for authentication, yet the
distance between them cannot be too far, we set the maximum
values of s = 24m and h = 2.4m. The authentication
performance with different distances is presented in Fig. 18.
As shown in Fig. 18(a), all the evaluation metrics exceed 99%
under both scenarios: where s = 2.4m, h = 1m, as well as
s = lm, h = 2.4m. Even in the situation where both s and A
are set to 2.4m, all the evaluation metrics exceed 98%. The
FRR and FAR are shown in Fig. 18(b).

FE. Impact of Different Signal-to-Noise Ratio

When recording drone audio in the outdoor environment,
different levels of noise may be present. To assess the robust-
ness of DroneAudiolD in diverse environments, we download
the noise samples of three scenarios (i.e., canteen, city, and
farm) from YouTube. We incorporate each noise sample into
the original drone audio at Signal-to-Noise Ratio (SNR) of
1dB, 5dB, and 10dB respectively. The performance of the
system under different SNRs with three kinds of scenarios
is presented in Fig. 19.

As we can see in the Fig. 19. The authentication per-
formance in three different scenarios improves as the SNR
increases. Specifically, when SNR = 1dB, which means the
strength of noise and signal is very close, the recording
environment is extremely harsh. All evaluation metrics have
exceeded 87% in both the canteen and city scenarios. However,
the authentication performance is marginally lower in the
farm scenario compared to the other two scenarios, which
just pass 71%. This is because in the farm scenario, the
instantaneous noise such as birds’ sounds and insect chirping
can significantly influence the characteristics of drone audio.
In this situation, users are advised to wait momentarily until
the brief intermittent sound ceases before initiating the authen-
tication process. When SNR = 5dB, all the evaluation metrics
exceed 91% in both canteen and city scenarios. Specifically in
the farm scenario, the authentication performance has seen a
significant improvement, with all evaluation metrics surpassing
87%. When SNR = 10dB, all the evaluation metrics exceed
93% in three scenarios. In practice, achieving an SNR of 10dB
during the authentication process is a prevalent and easily
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TABLE IV
FRR AND FAR UNDER DIFFERENT SCENARIOS

Carteen
SNR=1dB | SNR=5dB | SNR=10dB
FRR 12.8% 8.5% 2.5%
FAR 8.3% 7.8% 2.1%
City
SNR=1dB | SNR=5dB | SNR=10dB
FRR 11.4% 8.7% 4.9%
FAR 8.9% 71% 4.1%
Farm
SNR=1dB | SNR=5dB | SNR=10dB
FRR 29.0% 12.3% 7.8%
FAR 26.7% 8.9% 7.0%

attainable outcome. The FRR and FAR of the authentication
are summarized in Tabel IV.

VII. DISCUSSION
A. Complex Environment

We have assessed the robustness of our authentication sys-
tem against different types of noise at varying SNRs. However,
the dynamic and unpredictable nature of the farm environment
presents unique challenges, particularly due to sudden bursts
of noise like bird calls and insects chirping during authenti-
cation. To address this issue, in our future study, we plan to
investigate denoising techniques such as adaptive filters and
deep learning models to mitigate the impact of this burst noise
on authentication performance. Adaptive filters offer real-time
noise mitigation by dynamically adjusting to changing noise
profiles, while deep learning models like CNNs and Recurrent
Neural Networks (RNNs) have shown promise in extracting
meaningful signal information from noisy observations.

B. Drone Swarm Scenario

In this paper, we have developed and tested our drone
authentication system within the framework of a single drone.
However, as we broaden our scope to address package delivery
by drone swarms, we encounter a new set of complexi-
ties. In this scenario, the overlapping audio signals produced
by multiple drones introduce significant interference, posing
a substantial obstacle to authentication. To overcome this
challenge, we’re exploring the integration of Independent
Component Analysis (ICA) technology alongside blind source
separation techniques. By harnessing the power of ICA, we
aim to effectively segregate the mixed and intricate audio
generated by the drone swarm. This approach enables us to
disentangle the overlapping signals and isolate the drone audio
signals from the ambient noise and interference. This enhances
the reliability and accuracy of our authentication system in
multi-drone scenarios.

C. Wear and Assemble

In our experimental observations, we identified an intrigu-
ing phenomenon associated with the wear and tear drones
undergo during extended flight hours. As components such
as propellers and motors inevitably degrade, they subtly alter
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Fig. 19. Performance of the system under different SNRs.

the drone’s acoustic fingerprint. While these changes in audio
characteristics are relatively minor, they have a noticeable
impact on the authentication process. To further investigate
this, we conducted additional experiments. Specifically, we
collected audio data from the registered drone after 40 hours
of fight. To simplify the analysis, we focused solely on cases
where the drone showed no visible damage and applied the
trained model for authentication. By using DroneAudiolD,
we can get accuracy of 96.5%, precision of 96.6%, recall
of 96.6% and F1 of 96.6%. The FAR and FRR both are
3.4%. Moreover, when the drone sustains visible damage or
undergoes component replacements, its acoustic fingerprint
shifts significantly. We are currently developing a dynamic
re-registration protocol to account for such hardware changes,
ensuring the system’s accuracy and security are maintained.

VIII. CONCLUSION

In this paper, we propose DroneAudiolD, which is a
lightweight acoustic fingerprint-based drone authentication
system for secure drone delivery. We employ acoustic fin-
gerprints to authenticate different drones of the same model
based on differences in fundamental frequency and harmonic
components of the drone audios. First, we apply wavelet
transform to remove high-frequency noise during data pre-
processing. Then, a specialized filter bank named DACEF is
designed for drone audio feature extraction. Subsequently, we
construct a Bi-LSTM with Open-Max for open-set classifica-
tion. The experimental results demonstrate that DroneAudiolD
can achieve an accuracy of 99.6% to distinguish the different
drones of the same model. Also, it can effectively defend
against impersonation attacks based on drone audio replay
and package substitution attacks, with accuracies of 98.5%
and 98.0%, respectively.
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