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Abstract—Photoplethysmography (PPG) has been extensively
employed in commercial and medical products to assess human
cardiac activities. However, despite PPG’s active role in improv-
ing people’s daily lives, research on the vulnerabilities of PPG
systems is still in its infancy. This paper investigates the feasibility
of deceiving PPG sensors in the physical domain. We propose
FakePPG, which utilizes a low-cost Liquid Crystal Modulator
(LCM) device to mimic the PPG signals of a legitimate user, thus
deceiving both the PPG-based health assessment and potential
authentication applications. To implement FakePPG in practical
scenarios, we build the attack prototype using commercial off-
the-shelf electronic components and further design an automated
optimization and attack framework. By leveraging the modified
multi-Gaussian model for parameterization, the evolutionary
strategy for optimization, and the reference heart rate model for
heartbeat variability alignment, FakePPG can achieve efficient,
flexible, and automated PPG forgery against arbitrary users and
heart states. Extensive experimental results show that FakePPG
can achieve a success rate of 96.7% for Atrial Fibrillation (AFib)
spoofing and 91.2% for identity spoofing, respectively, revealing
a realistic threat to PPG systems.

Index Terms—Presentation attack, PPG-based authentication,
impersonation, liquid crystal.

I. INTRODUCTION

S MOBILE and wearable health monitoring gains pop-
ularity, Photoplethysmography (PPG) has seen notable
advancements in technology and application. PPG signals
have become an essential tool for non-invasive monitoring
of vital signs (e.g., heart rate and oxygen saturation) and
detection of cardiovascular diseases in modern wearables (e.g.,
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Apple Watch, Samsung Smart Ring) owing to their ability
to provide rich and unique physiological information [1],
[2]. Moreover, leading vendors are proactively exploring PPG
biometric authentication to enhance the security and user
experience of their smart devices, as evidenced by their filed
patents [3], [4], [S].

Meanwhile, significant security concerns arise as PPG-based
systems are becoming closely connected with personal health
and data privacy. For instance, attackers will try to bypass the
heartbeat biometric-based authentication on wearable devices
for unauthorized access to assets and social privacy [6], [7].
Furthermore, leveraging people’s trust in PPG health moni-
toring systems, attackers could initiate crimes (e.g., medical
fraud and forensic forgery) and even endanger victims’ health
and well-being by tampering with the PPG measurement data.
Despite these pressing risks, research on the security of PPG
technology remains limited, with only a few studies exposing
the vulnerabilities in PPG authentication [7], [8], [9].

This paper investigates an undiscovered vulnerability during
the PPG measurement and proves the feasibility of manipulat-
ing critical data via PPG sensor spoofing. The motivation is
twofold. First, although digital-domain attacks can also com-
promise the PPG systems, they typically rely on exploitable
attack surfaces such as root privileges to modify sensor data,
which are increasingly difficult to obtain in mainstream prod-
ucts with strengthened security measures. Without such access
points, digital intrusions struggle to establish a complete attack
route. Second, existing works often assume the malicious PPG
signals can be directly fed into the target systems to launch
attacks [7], [8], while none have provided a clear and feasible
way. In contrast, our work aims to realize PPG sensor spoofing
attacks in the physical domain, allowing realistic fake signals
to mislead the PPG systems into incorrect decisions.

However, unlike traditional biometrics that can be spoofed
using simple materials (e.g., facial spoofing with printed
photos [10]), PPG sensor spoofing is still challenging due to
the complex physiological mechanisms and dynamic patterns
of PPG signals. To this end, we propose FakePPG, a novel
attack vector that can impersonate an arbitrary target’s PPG
signals in different heart health states. FakePPG is achieved
with the help of a dedicated attack device and an efficient
attack framework. 1) Attack Device: Through preliminary
studies, we identified a vulnerability in PPG measurement: the
intensity of probing light can be manipulated via specialized
optical means, i.e., a liquid crystal optical modulator (LCM)
with dynamically adjustable transmittance. Leveraging this
finding, we developed an LCM-based attack device using
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Fig. 1. Tllustration of the PPG measurement principle using a reflective type
PPG sensor and the corresponding PPG waveforms.

only low-cost, off-the-shelf electronic components. 2) Attack
Framework: We developed an automated optimization and
attack framework to facilitate the forgery of PPG signals.
Given the victim’s PPG pulse waveform, the framework
utilizes a modified multi-Gaussian model for efficient and
flexible parameterization of the digital voltage signals. Then,
an evolutionary strategy is employed to search for the optimal
control parameters automatically. Finally, the voltage signal
is calibrated to align its heartbeat variability with that of
either atrial fibrillation (AFib) patients or healthy individuals,
thus enabling the mimicry of PPG signals in various heart
conditions.

FakePPG not only reveals the vulnerability of PPG-based
healthcare and authentication systems on wearables but also
brings insights on enhancing the security of PPG applications
in the future. In summary, our contributions are as follows:

o To the best of our knowledge, FakePPG is the first feasible

and low-cost PPG sensor spoofing attack.

e We propose a spoofing method applicable to various PPG
sensors using a liquid crystal modulator and validate the
feasibility of optical modulator-based attacks.

e We implement FakePPG with an attack device compris-
ing low-cost off-the-shelf components, and we further
design an automated optimization and attack framework
to enable flexible and efficient PPG signal forgery.

e The extensive experiments, involving a total of 36 sub-
jects and three commercial PPG sensors, have shown the
effectiveness of FakePPG under various realistic condi-
tions, achieving an attack success rate of 96.7% for AFib
spoofing and 91.2% for identity spoofing. Additionally,
we demonstrate its feasibility in deceiving the PPG heart
health functions of various real-world products.

II. BACKGROUND AND RELATED WORKS
A. Fundamentals of PPG

Photoplethysmography (PPG) is an optical method to
noninvasively detect blood volume changes in the skin’s
microvascular bed. The measured PPG signal describes the
activities of the human cardiovascular system during heart-
beats, thus containing rich heart-related information.

1) Measurement Principle: The PPG sensor comprises
Light-Emitting Diodes (LEDs), photodetectors (PDs), and
other components for front-end processing. As shown in
Fig. 1, it is placed in contact with the human skin during
the measurement. A light beam from the LED shines through
the skin, which is absorbed, reflected, and scattered by the
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Fig. 2. Illustration of a typical workflow of PPG systems.

skin structure (e.g., tissues, veins, and arteries). Finally, the
photodetector detects the transmitted or reflected light intensity
and converts it into digital signals at fixed sampling rates,
ie., Y(t) = HU(@). Ideally, considering human skin is
composed of different layers of light-absorbing substances
with extinction coefficient &;, concentration cj, and optical path
length /;, the attenuation of light passing through the skin can
be expressed by Beer-Lambert Law [11],

1(1) = IpA(t) = Tpe> 544, (1)

where [ is the irradiated light intensity, and A() is the overall
light absorbance of human skin. As illustrated in Fig. 1, the
ultimate PPG signal is determined by the combined effects of
non-pulsating factors like basic blood volume and hemoglobin
concentration in the tissue, and the pulsating factors such as
artery blood volume changes due to heartbeat.

2) Signal Preprocessing: The PPG data acquisition is
affected by various noises, such as low-frequency noises
caused by body motions, respiration, and temperature changes,
and high-frequency noises induced by electromagnetic inter-
ference and sensor defects [12], [13]. Hence, noise removal is
indispensable to enhance the reliability of PPG applications.
Typically, a bandpass filter can eliminate the noise while
retaining the most essential information. Next, individual PPG
pulses are obtained via segmentation and normalization. Fig. 2
illustrates a single PPG pulse that contains multiple fiducial
points (e.g., systolic peak, diastolic peak, and dicrotic notch),
which are highly related to cardiac activities.

3) Feature Analysis: By detecting the positions of fiducial
points, various physiological parameters, such as inter-beat
intervals (IBI) and heart rate variability (HRV), can be
calculated to assess the health status. Besides, the wave-
form of the PPG pulse also reflects distinctive traits of
the cardiovascular system. Thus, researchers have employed
various methods to extract valuable information from the
PPG pulses, including time-domain analysis (e.g., fiducial
features), frequency-domain analysis (e.g., Fourier Transform
and Wavelet Transform), and deep learning methods.

B. PPG Applications

1) Health Monitoring: Today’s wearable devices (e.g.,
smartwatches, wristbands, and smart rings) are widely inte-
grated with PPG sensors to measure critical heart-related
parameters such as heart rate and oxygen saturation (SpO2).
Besides, PPG is utilized in the early screening of atrial
fibrillation (AFib or AF) [14], which could lead to severe
complications such as stroke and heart failure if not received
timely treatment [15]. However, professional AFib testing
apparatus and procedures are expensive [16] and inconvenient
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in daily use, while AFib often presents no apparent symptoms,
making it easily unnoticed or ignored by patients. Fortunately,
wearable PPG technology offers a promising solution for the
early and continuous AFib detection. Both Apple Heart Study
[17] and Huawei Heart Study [18] have demonstrated the
feasibility of detecting AFib using smartwatch PPG signals,
leading to a growing favor of this functionality in wearable
devices.

2) Information Security: PPG biometrics has been exten-
sively studied recently due to the uniqueness of PPG signals
[19], [20], [21], [22]. Unlike those static biometric modalities
(e.g., faces and fingerprints) that can be easily compromised
with simple materials (e.g., printed photos, gummy fingers),
the PPG signal is invisible and dynamically generated via
complex cardiovascular activities. Hence, PPG biometric is
considered secure to enable various security applications. For
example, PPG-based authentication can ensure data privacy on
wearable devices [20], [23]. Moreover, PPG signals also pro-
vide crucial information to enhance other biometric modalities,
such as in detecting face spoofing and forgery attacks [22],
[24], [25].

C. Security Threats to PPG Systems

Biometric systems are vulnerable to various spoofing attacks
[26]. Static human biometrics, like facial recognition, can be
fooled by printed photos [27], adversarial images [28], or 3D
facial masks [22], while fingerprint and vein recognition can be
deceived by fake fingers or materials bearing the same patterns
[29], [30]. Moreover, intangible voiceprints are also threatened
by voice replay and voice cloning attacks [31], [32], [33],
and even dynamic behavioral traits captured by novel sensing
modalities face risks of eavesdropping and imitation [34], [35].
However, research on the security of PPG biometric systems
remains extremely limited, and no relevant study has been
devoted to exploring the security of PPG health systems.

1) Targeting PPG Biometrics: Existing works primarily
focus on stealing or restoring the user’s PPG signals. For
instance, Hinatsu et al. [8] utilized a hidden sensor to achieve
stealthy PPG signal recording. In other studies, Li et al.
[9] proposed to recover PPG signals from video clips, and
Krish et al. [7] employed the generative adversarial network
(GAN) to generate PPG signals from other biosignals. How-
ever, these studies often make an unrealistic assumption that
attackers can access the target PPG system from the digital
domain without considering how to make the system accept a
malicious PPG signal from the physical world.

2) Targeting Health Monitoring: Unlike those attacks tar-
geting medical devices such as pacemakers [36] or insulin
pumps [37] to cause direct interference with medication or
normal physiological functions, attacks on PPG health sys-
tems mainly produce erroneous measurements of heart-related
information. However, such risks should not be overlooked. In
the case of AFib detection, wrong health records could lead to
the failure of early detection and treatment of serious diseases,
and subject healthy individuals to unnecessary examinations.
Additionally, tampered health evidence may be exploited in
specific scenarios, such as medical fraud and forensic forgery.
These scenarios will be discussed in Section III.
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TABLE I

SUMMARY OF DIFFERENT ATTACKERS AND MALICIOUS GOALS FOR PPG
SENSOR SPOOFING

Target Attack Goals

Attacker Role AU [ HM

Strangers v
Healthcare Providers -
Intimates & Caregivers v
Malicious Users -

ole|o|e||

oOle|e|e
e/ ®e|®|O
O|®@|O0|O
e ®| 0|0

ANENENE

* HM: Health Monitoring system; AU: AUthentication system.
* N Data Privacy @B: Assets Stealing B: Insurance Fraud 4: Health
Injury J: Forensic Forgery

III. THREAT MODEL

With the popularity of consumer wearables, PPG systems
are becoming increasingly connected with personal health and
user privacy. An adversary attempts to mislead these systems
through sensor spoofing in the physical world, thus bypassing
PPG-based authentication or falsifying critical health evidence.
Table I summarizes the potential malicious goals, depend-
ing on the adversary’s role in specific scenarios. Notably,
this paper primarily targets PPG systems that utilize green
reflective-type PPG sensors to extract heartbeat-related infor-
mation. The wearable devices, according to a recent market
report [38], hold the largest market share of PPG sensors (e.g.,
40% held by smartwatches and 30% by smart wristbands).
Among them, the green reflective-type sensors dominate this
market segment due to their excellent noise resistance in heart
rate (variability) measurement [39].

A. Attack Scenarios

1) Attack From Strangers: Wearable devices adopting PPG
authentication can be unlocked with the unique pulse signals.
However, when the wearable is not worn by users (e.g., charg-
ing in a public space), a malicious stranger can approach and
inject realistic PPG signals to bypass authentication, enabling
unauthorized actions such as stealing personal information and
initiating illicit payments.

2) Attack From Malicious Users: Health data from wear-
ables is emerging as court-admissible evidence [40], [41].
This raises the possibility that dishonest users can exploit
falsified PPG data to gain unfair advantages in court. For
example, a suspect will fabricate heart rate records as alibis,
or someone colludes with medical assessors to falsify cardiac
health data, thereby securing unjust compensation in personal
injury claims.

3) Attack From Healthcare Providers: When PPG devices
are employed for initial cardiac disease screening, malicious
staff may exploit falsified health readings to deceive victims
into undergoing expensive, unnecessary medical examinations.
By manipulating the PPG sensor to produce data that supports
false diagnoses, such fraud becomes more covert and difficult
to detect, especially for victims lacking relevant knowledge.

4) Attack From Intimates: Wearable AFib detection greatly
benefits the elderly and patients who need continuous at-home
heart health monitoring. However, this could be exploited by
malicious intimates or caregivers to carry out covert physical
harm to inherit assets or commit insurance fraud [42], [43].
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For example, an adversary can falsify PPG readings through
sensor spoofing while the victim is asleep, leading to erroneous
alarms or concealing detectable AFib symptoms. Such inter-
ference may disrupt proper diagnosis and treatment, ultimately
causing indirect harm to the victim’s health.

B. Assumptions and Attacker Capabilities

1) Victim Devices and Systems: Adversary primarily targets
two types of PPG systems on wearable devices: 1) PPG-based
authentication, taking several seconds of PPG signal to verify
the user’s identity, and 2) PPG-based cardiac health monitoring
(i.e., AFib detection), which requires a short time measurement
(usually within one minute) to assess the heart status. Although
PPG authentication has not yet been widely deployed, we still
include it in our scope because of its promising future.

2) Physical Accessibility: Attackers attempting to forge
PPG records on their own devices face no restrictions on
accessing and manipulating the victim devices, with unlimited
time to carry out attacks. In other cases, attackers can target
moments when devices are not being worn by users (e.g., when
left unattended or charging in public places). Such limited
opportunities are enough to complete the attack inconspic-
uously, since the PPG measurement takes no more than a
minute. Moreover, if the attacker is an intimate partner of the
victim, like a family member or healthcare provider, they will
have more chances and legitimate reasons to interact with the
victim’s device.

3) Integrity of Victim Devices: We assume that victim
devices will not be altered at the hardware or software level.
Attackers cannot directly inject malicious signals by hijacking
circuits or modifying sensor firmware, which could alert
users or demand higher expertise; nor can they facilitate the
attacks by modifying specific sensor parameters (e.g., LED
brightness), which are typically inaccessible on commercial
devices. Additionally, attackers are not allowed to supply
users with custom-made malicious devices, because wearable
devices with health functions are usually regulated (e.g., FDA
approval), and devices from unknown sources tend to raise
suspicion.

4) Adversary’s Knowledge: We assume the adversary is an
outsider in cybersecurity but is familiar with wearable devices
and PPG applications, and can utilize an out-of-the-box attack
device to launch PPG sensor spoofing attacks.

5) Accessibility to Victim’s Legitimate PPG Signal: We also
assume that the adversary can obtain several seconds of the
victim’s PPG data in advance as a reference to fabricate fake
signals. This is reasonable because healthcare data breaches
are very common today [44]. The market for personal health
devices is growing rapidly, including some products that are
flawed in security and data protection. Moreover, the devel-
opment of remote PPG (rPPG) technology [9] also enables
attackers to extract victims’ legitimate PPG signals from video
clips, which is stealthy and hard to prevent.

IV. PPG SENSOR SPOOFING
A. Vulnerability in PPG Measurement

Since PPG sensors detect the variance of light intensity, they
are susceptible to ambient light interference. A straightforward
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Fig. 3. Schematics of a twisted nematic (TN) liquid crystal cell. It consists of
two glass substrates deposited with transparent conducting electrodes, filled
with a layer of liquid crystal material. The liquid crystal molecules are
generally slender rods, forming a 90-degree twisting helix structure. Besides,
polarizers are employed to filter incoming and outgoing light with specific
polarization orientations.

way to fabricate PPG signals is attacking via external light
[45]. However, this approach does not always work in today’s
commercial PPG sensors. According to our statistics, around
82% of the sensors are equipped with the feature of Ambient
Light Cancellation (ALC) [46], allowing them to eliminate
the ambient light part from the electrical signal. Hence, the
feasibility of external light-based attacks is greatly weakened.

Observing this limitation, we turn to a more general method
of PPG sensor spoofing, i.e., attacking via optical modulator.
The optical modulator can modify the properties of light beams
(e.g., amplitude, phase, polarization, and propagation paths)
[47], which is widely used in photonic applications. In essence,
human skin functions like a biological optical modulator in
PPG measurement, altering the direction and intensity of light
emitted by the LED. However, physically simulating the com-
plexity of human skin and the cardiovascular system inevitably
entails high cost and significant technical challenges. Instead,
we utilize a relatively simple device, i.e., an electro-optical
modulator, to mimic the periodic light absorption exhibited
by human skin, thereby inducing fake signals on the PPG
Sensor.

B. Feasibility Study

The basic idea of falsifying PPG signals is to manipulate
the light intensity detected by the photodetector. To implement
optical modulator-based attack, we employ a Liquid Crystal
Modulator (LCM) component, which leverages the properties
of liquid crystals in an electric field to regulate light polar-
ization, and finally changes the light intensity passing through
it. We further develop a simple LCM-based attack device and
verify its feasibility in PPG sensor spoofing.

1) Basis of Liquid Crystal Modulator: The LCM is a
thin panel filled with liquid crystal material designed to
manipulate the light passing through it. According to the
structure and configuration, there are several common types of
LCM in the Liquid Crystal Display (LCD) industry, such as
Twisted Nematic (TN), In-Plane Switching (IPS), and Vertical
Alignment (VA) [48]. In this work, we utilize a TN-type
liquid crystal modulator because of its affordability, energy
efficiency, and fast response times. Fig. 3 shows its basic
structure.
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The optical modulation is achieved by changing the align-
ment of liquid crystal molecules in the electric field. In the
absence of an electric field, the polarized light will be rotated
by 90° under the guidance of the helical structure, causing its
polarization direction to be parallel to the rear polarizer. As
depicted in Fig. 3 (top), the incoming light completely passes
through the TN cell. Under a sufficient electric field, the liquid
crystal molecules realign themselves along the field direction
and lose the ability to rotate polarized light. As illustrated in
Fig. 3 (bottom), the polarized light is perpendicular to the rear
polarizer, thus being entirely blocked.

Beyond switching between transparent and opaque states,
the TN-type modulator can also perform more fine-grained
light intensity control, as depicted in Fig. 4. When the applied
voltage reaches a threshold and continuously increases, there is
a continuous and smooth decline of light transmission instead
of an abrupt switch. Therefore, the amount of light passing
through the TN-type modulator can be precisely controlled by
dynamically adjusting the voltage within a specific range.

2) Experimental Setup: We conduct a preliminary experi-
ment to verify the feasibility of LCM-based sensor spoofing.

a) Victim Devices: We choose three commercial PPG
sensors as the targets (PulseSensor [49], Max30101 [50],
and Heart Rate Click3 [51]). They are wired with Arduino
Uno R3 boards [52] for voltage supply and sensor data
reading. Max30101 and Click3 have ALC features, albeit with
variations in specific implementations.

b) Adversary: The attack device consists of an LCM
module (i.e., a small TN-type liquid crystal light valve
GDCS8811D [53]), an Arduino board, and a TCL5615 [54]
chip for converting digital signals from the microcontroller
into analog voltage outputs. In addition, we employ a laptop
to transmit control signals to the attack device while saving
the produced PPG signals in real-time.

c) Attack Settings: As shown in Fig. 5, the LCM com-
ponent is mounted on a sensor bracket facing the PPG sensor

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 20, 2025

during attacks, enabling the LED light of the PPG sensor to
pass through the panel, reflecting on the black electrical tape
covering the panel’s back and ultimately being received by the
photodetector.

3) Results and Analysis: We manually generated a pulsat-
ing voltage signal, as illustrated in Fig. 6(a), to drive the LCM.
By measuring the LCM’s light transmittance-voltage curve, as
shown in Fig. 7, we can determine that the valid range of the
control voltage signal is around 1.0 to 1.6V. Note that both
green light (495 ~ 570nm) and red light (610 ~ 700nm) can be
modulated with similar voltage ranges. Under the modulation
of LCM, we successfully falsified the PPG signals on three
distinct sensors. Fig. 6 illustrates that the waveforms of fake
PPG signals are very close to those of genuine human targets,
with Pearson distances [55] of merely 0.078 (PulseSensor),
0.116 (Max30101), and 0.022 (Click3), respectively. Similar
results were further obtained on a 10-volunteer dataset, with an
average distance of 0.039. And we also observe that simple
classifiers (e.g., support vector machines) fail to distinguish
between fake and genuine PPG segments effectively.

4) Discussion: The experimental results demonstrate the
potential of using simple LCMs to deceive PPG sensors (even
with ALC functionality). However, LCMs inherently cannot
simulate any optical properties of human skin. Human skin
modulates light intensity through absorption, scattering, and
reflection by tissues and blood, while LCMs regulate transmit-
ted light by filtering polarized light with altered polarization
directions, creating a signal-level phenomenon similar to “light
absorption.” These mechanisms are fundamentally different,
yet sufficiently effective for PPG sensors that simply respond
to light intensity variations.

However, attacking practical PPG-based authentication and
health monitoring systems remains challenging, as it requires
the attack device to convincingly mimic both the waveform
uniqueness and temporal variability of the natural PPG signals
of a specific target. Moreover, the attack must adapt to different
scenarios by flexibly generating appropriate control voltages
to deceive the downstream algorithms. To this end, we propose
an efficient LCM-based attack scheme capable of forging PPG
signals for arbitrary users and health conditions.

V. ATTACK DESIGN

To reveal the potential vulnerabilities of PPG technology, we
propose FakePPG, a practical sensor spoofing attack targeting
various PPG-based systems. This attack aims to manipulate
the light captured by PPG sensors and produce fake signals,
ultimately bypassing the PPG authentication or injecting false
atrial fibrillation (AFib) detection results of arbitrary targets
to achieve various malicious intents. The system overview is
illustrated in Fig. 8. To ensure the effectiveness of FakePPG
in real-world scenarios, we face the following challenges:

Cl: How can PPG signals be falsified non-invasively with
off-the-shelf electrical components?

C2: How to fabricate realistic PPG signals that mislead
heart health algorithms while possessing unique char-
acteristics specific to the target’s identity.

C3: How to achieve the attack flexibly and efficiently to adapt
to diverse users and scenarios?
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(d) show the falsified PPG recordings compared with the target’s genuine signals on three sensors, respectively.
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Fig. 7. Light transmission in the liquid crystal light valve at different voltages.
A smaller PPG signal value means lower transmission.

To address challenge C1, we utilize an electronically modu-
lated optical device, i.e., the Liquid Crystal Modulator (LCM),
as the core component to construct the attack device. Through
dynamically modulating LCM’s input voltage, we can simulate
the pulsating light absorption of human skin and manipulate
the PPG sensor readings. For challenge C2, we optimize the
voltage cycle based on the target PPG pulse pattern and refine
it with the referenced heart rate model. Driven by periodic
voltage signals, the attack device can fabricate realistic PPG
signals with specific individual patterns and heart health states.
For challenge C3, we developed an automated optimiza-
tion and attack framework to search for the optimal attack
parameters and control the heart health condition of produced
fake PPG signals. Overall, FakePPG can be integrated into a
portable attack device, enabling it to transform into anyone
and mimic their heartbeat, thereby deceiving PPG systems for
authentication or health monitoring.

A. PPG Signal Fabrication

The PPG sensor converts the physiological characteristics of
the human body into a digital signal representing light inten-
sity, which is mathematically formulated in Equation (1). The
adversary aims to simulate the human skin light absorbance
with an LCM-based attack device, whose light transmission is
related to the applied voltage, i.e., A(t) = M(V(f)), where
V is the voltage input, and M(:) defines the relationship
between voltage and light transmission of LCM. Formally, the
objective is to find an optimal voltage function to minimize the
discrepancy between fake and genuine PPG signals, namely,

V* = arg mvin [1Yret(®) = HTo MV O
s.t. V(@) e [Vy, V2] )

where [V, V,] is the valid voltage interval for the LCM
component, Y.¢(f) is the genuine PPG signals of a target
person. Then, the fake PPG signals can be produced by driving
the attack device with the optimal control voltages V*(¢).

1) Task Formulation: Defining the target PPG systems
Piq : Y — Ciq for authentication and P, : Y +— {0, 1} for
AFib detection, respectively. In the identity spoofing task,
the fake PPG signals can deceive the system to output the
target’s identity, i.e., Pig(Y*) = crt. In the AFib spoofing
task, the system is misled to output a false health label,
ie., Py(Y*") = cu indicating whether symptoms of atrial
fibrillation are detected. Notably, in the AFib spoofing task,
the reference PPG data Y., obtained from the target individual
might be associated with a different AFib state from the one
an adversary aims to forge. For instance, the PPG data from a
healthy person would lack characteristics of AFib symptoms.
To address this issue, further refinement on V* is required to
fabricate PPG signals with specific AFib labels, which will be
discussed in the subsequent section.

2) Attack Device Construction: The attack device com-
prises a controller, a Digital-to-Analog Converter (DAC), and
the LCM component. The controller automatically optimizes a
digital voltage signal x(#), which can be sequentially fed into
the DAC and transformed into an analog voltage V(¢) that
drives the LCM to exhibit pulsating light absorption charac-
teristics. To emphasize portability and affordability, the attack
device will be built upon off-the-shelf electronic components.
For instance, we can employ a highly integrated System-on-
Chip (SoC) as the attack controller and choose the TN-type
liquid crystal cells (also called liquid crystal light valves
or LCD controllable blackout panels) as the low-cost LCM
component. During the attack procedure, the LCM covers the
PPG sensor, as shown in Fig. 4, allowing the light passing
through it to be received by the photodetector after reflection.

3) Optimization Proxy: In practice, solving Equation (2)
may encounter obstacles, as commercial wearables typically
do not provide access to raw PPG recordings. This prevents
us from determining whether the fabricated PPG signals are
sufficiently close to the target. Although query-based black-
box optimization can operate with only the binary prediction
results [56], [57], applying this method to real-world physical
devices is highly constrained and time-consuming. Hence, the
optimization is carried out on a proxy PPG system, which may
share the same PPG sensor configurations as the target device
but provides real-time PPG data output.

B. PPG Pulse Generation

Since PPG signals contain consecutive pulses, the control
voltage signal x(#) can also be composed of repeating volt-
age cycles, with N sample points in each cycle. However,
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Fig. 9. Illustration of voltage cycle parameterization.

directly parameterizing the N-sample voltage cycle will cause
a combinatorial explosion. Hence, we need a method that can
efficiently represent x(¢) with a limited number of parameters
® to reduce the problem’s complexity.

1) Voltage Cycle Parameterization: Researchers in the field
of PPG signal analysis have introduced a dynamical model
[58] where the PPG pulse is basically a sum of different
Gaussian functions. Inspired by this, we employ a modi-
fied multi-Gaussian model to parameterize the voltage cycle
flexibly and efficiently. As shown in Fig. 9, each Gaussian
component is constructed through a clipping-scaling method.
Given the standard Gaussian function g(f) = ﬁ exp (-12/2),
we first clip the segment between [—c;, +c;] and then apply
min-max normalization as well as shift transformation to
obtain the component basis, i.e.,

gt —c)—glc)

8(0)—glcy) ~
0,

for ¢t € [0, 2¢;]

gi(n = 3)

for otherwise

Then, we apply temporal and amplitude scaling so that the
scaled component has a width of w; and a height of A;. At the
same time, for the convenience of subsequent implementation,
we discretize the i component in advance:

2c¢;
¢i(n; 6;) = hig; (l = —Cn) , 4
where 6; = {h;,w;, ¢;} is used to define the component shape,
and w;, h; € NT. The width w; also represents the number of
sample points. Finally, the voltage cycle is the summation of

multiple components:

$(n) = $(n;©) = Y ¢i(n = pis 6),

i€

®)

where p; € NT is the offset of component ¢;. The overall
control parameters ® are therefore defined as {(6;, pi)};cz-

2) Voltage Signal Generation: Assuming that the discrete
voltage signal x(n) contains K identical and equally spaced
cycles, it can be expressed as:

K K
x(n) =Y gun) =Y p(n—kN)), 6)
k=1 k=1

where N, is the voltage cycle interval in terms of sampling
points. To match the target’s heartbeat interval, the duration
of the voltage cycle is the same as one PPG cycle. Specifically,
assuming the voltage signal transmitted at a rate of f; samples
per second and the PPG cycle duration 7, we have N, = f;T,
where T can be estimated by applying peak detection and
calculating the average peak-to-peak interval.

3) Regularization and Transmission: Since the effective
voltage of LCM lies in [V}, V;], the voltage signal x(n) should
be regulated to the corresponding range by adding a base offset
AV and truncating out-of-range values. The regulated voltage
signal will be transmitted to the DAC module to dynamically
adjust the light transmission of the LCM module, ultimately
causing synchronous changes in the PPG sensor readings.
Meanwhile, the spoofing PPG signals Y, produced on the
proxy PPG system are further received and stored as feedback
for attack optimization.

C. Attack Parameter Optimization

Based on our voltage signal model, optimizing the voltage
function V* is transformed into searching for the optimal
control parameters ®*. To facilitate this process, we implement
an evolutionary strategy-based optimization framework [59] to
iteratively update and evaluate parameters until the produced
fake PPG signal is sufficiently close to the reference signal.
Specifically, it includes the following steps:

1) Initialize a population of candidate solutions, each rep-
resenting a possible combination of control parameters.
Perform an initial attack assessment with the fitness
function for each candidate solution.

Select the candidates with better attack effectiveness as
parents. To avoid a local optimum, there is a chance 7
of random selection.

Apply mutation to the selected candidates to generate
offspring, i.e., generate a neighboring candidate with
only one of the parameters ® being changed.

Perform attack assessment for the offspring and replace
the least effective candidate in the population.

2)

3)

4)
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5) Repeat the steps from 2) to 4) until reaching a maximum
number of iterations.

1) Fitness Assessment: To assess the performance of can-
didate attack parameters, we utilize a distance-based fitness
function to measure the deviation between the spoofing PPG
signals and the reference signals. We segment the spoofing and
reference PPG signals into individual PPG cycles and calcu-
lating their average cycle vectors, S, and S,.; respectively,
the fitness score is calculated as the mean square error (MSE)
of them: L£(S sp, S ref) = NL,”S sp —S,ef||2. The cycle vectors are
all min-max normalized, each with N, = T - f, sample points.

2) Parameter Template: In our approach, initializing the
population is crucial for finding the optimal parameters. There-
fore, we build parameter templates containing three Gaussian
components and generate the initial population through muta-
tion operations. To determine the initial offsets of individual
components, we detect the fiducial points (i.e., systolic peak,
dicrotic notch, and diastolic peak) of the reference PPG signal
and then calculate their centers through K-means clustering.
Other parameters are empirically initialized.

D. Heart Variability Simulation

Heart rate variability (HRV), referring to the variation in
time intervals between consecutive heartbeats, is the most
critical feature in determining whether the target’s heart is
healthy, particularly for atrial fibrillation (AFib) detection. For
example, the HRV features of healthy persons usually exhibit
stable peak intervals, while patients show abnormal fluctuation
in the intervals and amplitudes of PPG pulses.

To deceive the AFib detection systems, the HRV patterns
in PPG signals should be carefully fabricated into a target
heart state (i.e., AF, non-AF). We achieve this by aligning the
intervals and amplitudes of voltage cycles with genuine PPG
signals from patients or healthy persons. For this purpose, we
first construct the reference heart rate models based on public
PPG datasets for AFib detection. A reference model describes
the relative changes of consecutive peak-to-peak intervals and
PPG pulse amplitudes, which can be calculated after peak
detection. Then, we adjust the connections of voltage cycles
according to the reference heart rate model. The modified k"
voltage cycle can be expressed as:

a/kgzﬁ(L (n—np);®*), n<n,

Br-1
ard (ﬁ_lk (n - n,,) ;@*) s n>n,

where n, is the position of the voltage cycle peak, a; is the
relative amplitude of the i PPG pulse compared to the average
peak amplitude, and S; is the relative peak-to-peak interval
between the i" and (i + 1) PPG pulses. The reference heart
rate model W(AF)ap=o, is defined as {@;} U {8;}. The ultimate
voltage signal is defined as:

Pi(n) = )

K
MOEDINACETN) ®)

k=1

where o = N; - Zf;ol Bi is the corrected position (or offset)
of each voltage cycle. Since the voltage cycle peaks usually
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correspond to the PPG pulse peaks, we can precisely adjust the
systolic peak positions of the spoofing PPG signals to exhibit
specific HRV characteristics.

VI. EVALUATION

Consumer-grade wearables typically do not disclose tech-
nical details or permit access to raw PPG data and sensor
configuration. Hence, we construct the victim systems using
standard commercial PPG sensors and common implemen-
tations in the literature. We evaluate the performance of
FakePPG in falsifying PPG signals of different individuals
and heart health conditions under a controlled laboratory
environment, as well as under various crucial impact factors
in practical usage. Furthermore, FakePPG is transferred to
compromise commercial devices, demonstrating its real-world
threats.

A. Experimental Setup

1) Attack Device Construction: The attack device consists
of commercial off-the-shelf electronic components, including a
Raspberry Pi board [60], a DAC chip TCL5615 (10 bits) [54],
and a TN-type liquid crystal light valve GDC8811D [53] in
36 x 36 x 0.5 mm. Such a device is compact (< 10 cm) and
portable, making it easy to conceal during attacks.

2) Implementation Details: The raw PPG signal is pre-
processed using a 3rd-order Butterworth bandpass filter
(0.5 Hz to 8 Hz), with its systolic peaks detected by the
Elgendi algorithm [61] via the NeuroKit2 toolbox'. Individual
PPG cycles are segmented by detecting troughs around each
systolic peak and extracting the segments between adjacent
troughs, followed by Z-score normalization. During attack
optimization, the voltage signal transmission rate f; and feed-
back PPG sampling rate f, are set to 100 Hz. The parameter
model consists of 3 Gaussian components with the optimizable
parameters constrained as: ¢; € [1,5], h; € [0,70], and
wi,pi € (0,N;). The evolutionary strategy, based on the
Openbox library?, has a population size of 30, a slight chance
of random offspring selection (r = 0.2), and a maximum of
300 iterations for optimization.

3) Evaluation Tasks: We have set two attack tasks for
evaluation: a) AFib spoofing. In this task, the attack device
generates two types of PPG samples (AF and non-AF) and
attempts to make the AFib detection algorithm classify these
fake samples as their claimed categories. b) Identity spoofing.
This task requires the attack device to accurately forge the
target’s PPG waveform to deceive the identity recognition
algorithm, which is more difficult than AFib spoofing.

4) Victim Systems: The AFib detection system extracts 68
HRV features (RMSSD, SDNN, pNN50, etc) from the time
and frequency domains of PPG signals with NeuroKit2! and
adopts a random forest classifier to determine the health status.
For identity spoofing, five distinct PPG identification systems
are implemented. One is based on the raw waveform of PPG
pulses and support vector machines (SVM). Others follow the
same structures of previous studies, with one utilizing Discrete

Uhttps://github.com/neuropsychology/NeuroKit
1 https://github.com/PKU-DAIR/open-box
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Wavelet Transform (DWT) features and SVM [19], and the
remaining adopting different deep learning models: CNN [62],
CNN-LSTM [21], and PPG-MobileNet [63], respectively. All
of them accept the normalized PPG pulse cycles as input.

5) Datasets: Three datasets are involved in our evaluation:

a) Multi-Sensor PPG Dataset: We collected the fingertip
PPG signals from 30 volunteers (including 13 females and
17 males), all of whom are Asian, healthy, and aged between
2030 years. Three commercial sensors with distinct hardware
and signal processing characteristics are utilized: PulseSensor
(S1), Max30101 (S2), and Heart Rate Click3 (S3). Among
them, sensor S3 simultaneously captures PPG signals from
both red and green LED channels. The data collection was
conducted in a bright and open office environment, where
participants were instructed to sit calmly and place their index
finger on the sensor positioned on the desktop, while permitted
to talk or browse their smartphones. We collected recordings
from all three sensors for each participant, with each recording
lasting approximately 2 minutes and sampled at 100 Hz. This
custom dataset is used to train identity recognition models.
Also, segments of around 10 s are randomly extracted as the
reference PPG data for attack optimization.

b) PPG-Dalia Dataset: [64]. This public dataset is uti-
lized to enrich the race and skin color diversity among victims.
It is initially used for PPG-based heart rate estimation, pro-
viding the wrist PPG signals collected from healthy subjects
(primarily European) under real-life activities. We select 6
subjects (3 male, 3 female) who have stable PPG signals
and extracted their resting-state PPG segments for the identity
spoofing task. Each recording lasts 2 minutes and is resampled
to 100 Hz, followed by the same signal processing procedures.
Similarly, a 10-second segment in each recording was used
as the attack reference. Note that the subsequent attack opti-
mization and sensor spoofing experiments are carried out on
sensor S3.

¢) Mimic PERform Af Dataset: [65]. This public dataset
contains PPG signals from healthy individuals and patients
during atrial fibrillation. It is utilized to train the AFib detec-
tion models and construct reference heart rate models.

6) Attack Procedure: We first utilize the reference PPG
signal and the heart rate models to generate the voltage
signal. Since the attack occurs when the wearable devices
are not being worn by victims (i.e., no human activities or
vigorous motions are involved), we position the victim devices
(sensors) on the desktop while making the LCM component
either fixed on a fixed bracket or handheld by the attacker,
maintaining a stable spatial relationship between them, as
shown in Fig. 5. The falsified PPG samples are then produced
under the modulation of the attack device. Multiple trials
are conducted with different attack parameters for identity
spoofing, each lasting 5 s to 8 s. For AFib spoofing, attacks
are sustained for 30 s to 45 s.

7) Metrics: We use the attack success rate (ASR) to
evaluate the performance of FakePPG, which is the ratio of
successful attacks to the total number of trials. A successful
trial indicates that the fake PPG sample is classified as the
claimed category or identity. For identity spoofing, we further
define two ASR variants: a) ASR-T = = 3. 1 (N .. /N1 ),
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TABLE I

OVERALL ATTACK SUCCESS RATES OF FAKEPPG FOR AFIB SPOOFING
(ASR%) AND IDENTITY SPOOFING (ASR-T/ASR-S%)

Task Models Multi-Sensor Dataset PPG-DaLia
S1 S2 S3 (S3)
5 AFT 100.0 94.7 100.0 /
spf. Don-AF * 94.0 96.4 94.8 /
Average 97.0 95.6 97.4 /
Raw 61.1/964 59.1/783 579/91.7 58.9/100.0
Dwt+SVM 589/964 583/739 57.1/91.7 58.9/100.0
ID CNN 59.6 /964  673/909 583/889  60.7/833
Spf. CNN-LSTM  58.9/100.0 70.9/957 62.1/958 50.0/100.0
MobileNet 53.7/792.6 54.6/90.9 65.6/889 51.8 7 66.7
Average 585/964 62.0/859 602/914 56.1/90.0

* Atrial fibrillation detected (AF); Normal Heartbeat (non-AF).

which is the average ratio of successful trials over all the
attempts targeting subject-i, and b) ASR-S = M,../M, where
M is the number of subjects, My, is the number of subjects
whose identities can be impersonated within 10 trials.

B. Overall Performance

In general, FakePPG has demonstrated impressive capabili-
ties in falsifying PPG signals with diverse waveforms and heart
rate variability, posing a significant threat to the decisions of
PPG-based systems. As shown in Table II, FakePPG achieves
an attack success rate of up to 96.7% in the AFib spoofing task
and even 100% when forging PPG signals in the state of atrial
fibrillation on S1 and S3. In identity spoofing, approximately
91.2% (ASR-S) of individuals are successfully impersonated,
and the deep learning models are more susceptible to attacks
(with an average success rate of 93.3%) compared with the
machine learning methods utilizing Raw waveforms (88.8%)
and DWT features (87.3%). Additionally, the effectiveness of
FakePPG is virtually unaffected by the race and skin color of
target subjects, achieving a comparable ASR-S on S3 when
victim data is from the PPG-DaLiA subset (90.0% vs. 91.4%).

Despite the good performance, the success rate of identity
spoofing for single attack attempts is inconsistent, with an
overall ASR-T of about 60%. This indicates that our parameter
optimization exhibits certain randomness and bias due to var-
ious factors, leading to some failed trials. Another interesting
finding is that the Max30101 (S2) has the highest ASR-T
(62.0%) but the lowest ASR-S (85.9%) in identity spoofing.
One contributing factor lies in the lower signal-to-noise ratio
(SNR) of S2, which introduces more noise into the measured
signals. Another factor is individual variability, particularly
the gender difference, which will be studied and discussed in
Section VI-C.

C. Impact of Genders

The ASR against females, as shown in Fig. 10(a), is notably
lower than that of males (69.70% vs. 94.45%) on sensor S2,
while comparable on the other two sensors. This is largely
because of the high instability of the female’s referenced PPG
signal when attacking sensor S2. Since females generally have
less blood perfusion in the fingertips, the AC components of
their PPG signals (i.e., the pulsatile part reflecting blood vol-
ume changes) are much weaker than those of males, and more
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Fig. 10. Impact of the victim genders in identity spoofing.

susceptible to noise interference. This is well demonstrated by
the SNR of PPG data collected on S2 (6.65 dB for females vs.
10.91 dB for males). Even with noise reduction, the waveform
of the pulse cycles remains unstable for low SNR signals. To
verify this, we introduce a new metric to measure the pulse-to-

pulse stability: score = exp (—#HS - §||2), where || -||; is the

Euclidean norm and S is the average PPG cycle. The results in
Fig. 10(b) indicate that the PPG signal stability score of female
volunteers (0.135) is much worse than that of males (0.200)
on sensor S2. Given that we randomly clip a portion of the
victim’s PPG signal as the reference in attack optimization, the
referenced pulse waveform with greater deviation can result in
suboptimal attack parameters and lower attack success rates.

However, exceptions exist for sensors with effective noise
suppression. For example, all subjects exhibit high signal
SNRs (18.51 dB for females, slightly lower than 18.55 dB
for males) and close stability scores (0.241 for females, 0.237
for males) on sensor S3, resulting in comparable ASR between
the two groups. This is attributed to the fact that, on high-SNR
PPG sensors, noise remains insignificant relative to the signal
amplitude for both male and female victims, rendering such
gender difference negligible. In practice, sensors with low SNR
are uncommon since they will impair the normal functioning
of PPG-based systems. Hence, FakePPG can still effectively
attack individuals of different genders.

D. Impact of Relative Positions and Motions

During the attack, the attack device’s LCM panel is pre-
sented in close proximity to the PPG sensors of the victim
device to forge PPG signals. Thus, the relative position,
especially the angles, may affect the attack performance.

1) Angle: We evaluate the impact of angles on a subset
of optimized attack parameters (3 males and 3 females). In
evaluation, the LCM component is rotated around two axes
(X-axis and Y-axis) in its plane while keeping a distance
of 0.5 cm. The attack results on sensor S3 are depicted in
Fig. 11(a) and 11(b). We find that as the rotation angle (X-axis
in particular) increases, the ASR-S is almost not influenced,
while the ASR-T experiences a slight drop but remains above
50%. The impact of angle deviation on FakePPG is relatively
minimal with an acceptable angle range within (-60°, 60°).
This finding suggests that adversaries do not need to precisely
control the angle of the LCM panel relative to the sensor
during attacks, significantly reducing the operational difficulty.

2) Distance: The surface housing PPG sensors in wearables
may not be flat. Thus, we evaluate the impact of the distance
between the LCM panel and the PPG sensor. The results show
that ASR-T on all three PPG sensors decreases noticeably as
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distance increases due to lower signal SNR. Moreover, the
effective attack distance varies across sensors, which is 5 cm
(S1), 2 cm (S3), and 1 cm (S2), respectively, when keeping the
ASR-T above 50%. The sensor characteristics can explain this
difference, with S1’s attack distance attributed to its highest
LED brightness (715 Ix). Although FakePPG has a limited
attack range, this does not compromise its stealthiness. In
addition to the fact that the attacking device is small and
easy to conceal, the attack execution is fast (a few seconds).
These characteristics ensure that the attack can be conducted
discreetly without drawing attention.

3) Motions: To simulate realistic usage scenarios, we eval-
uated attack scenarios where the attacker holds the LCM
component by hand, which could introduce subtle hand move-
ments. The experimental results in Fig. 11(c) show that the
hand motion can result in more failed attack attempts, due
to the difficulty in eliminating motion artifacts. Compared
with the setups where LCM is fixed on a stand, the average
ASR-T decreases from 92.78% to 60.41%; however, under
multiple attempts, the overall performance (ASR-S) shows
only a marginal decline (from 100% to 94.44%). This suggests
that FakePPG has robustness against mild motion interference
in practical settings.

E. Impact of Light Conditions

In this section, we evaluate the impact of ambient light
conditions that may interfere with the attack. We conducted
the experiments in an office and manipulated the natural light
illumination by adjusting the curtains. Since the illumination
is not uniform in the room, we mainly ensure the conditions
at the desktop where our attack device and PPG sensors
are positioned. The ambient illumination intensity is set at
three different levels: complete darkness (~10 Ix), medium
brightness (~1000 1x), and strong brightness (~3000 1x). From
the results illustrated in Fig. 11(d), we find that the attack
success rate shows an increasing trend as the ambient light
intensity increases; conversely, there is a slight drop as ambient
light decreases. This is because the PPG sensors suffer from
more noise under low light conditions and vice versa in high
illumination levels. Overall, even in the worst light condition
(< 10 Ix), FakePPG can achieve an ASR-T of 57.22% and an
ASR-S of 77.78%, indicating that our attack can adapt to most
light conditions.

F. Impact of Sensor Configuration

Real-world PPG sensors vary significantly in key parameters
(e.g., LED color, brightness, sampling rate). While attackers
cannot modify these parameters, manufacturers select different
sensor configurations based on business requirements. There-
fore, we conducted an in-depth evaluation on whether and how
these parameters affect attack effectiveness.

1) LED Brightness: During attack, we set the current of
sensor S2 to 6.25, 13, 26 and 50 mA, corresponding to the
brightness of about 200, 400, 700 and 1200 Ix, respectively.
Note that the ambient illumination is around 400 1x—700 Ix
in our evaluation. To better illustrate the impact of LED
brightness, we set the attack distance to 2.0 cm, where the
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Fig. 12. Impact of PPG sensor configurations.

attack success rate against S2 is low in the default brightness
setting. The results in Fig. 12(a) demonstrate that both ASR-T
and ASR-S experience a substantial increase as the brightness
rises. Particularly, the ASR-S reaches 100% when brightness
is at 1200 Ix.

This phenomenon can be explained by the underlying prin-
ciple of photodiodes. According to the theoretical analysis in
Appendix A, the SNR of PPG signals is nearly proportional
to the square root of perceived light intensity of photodiodes,
i.e., SNR « \/E In our attack scenario, with the ambient
light and temperature being constant, the light intensity of the
internal LED is the dominant factor. As the LED brightness
increases, the amount of modulated light returned from LCM
also increases, resulting in an improved SNR of the spoofing
PPG signal and less deviation from the target signal. This
result highlights a dilemma between security and usability
for device manufacturers: the efforts to improve PPG signal
quality via intensified brightness can facilitate sensor spoofing
attacks, while lowering the LED brightness to enhance security
will impair the PPG sensor’s functionality.

2) LED Color: We evaluated FakePPG on the red chan-
nel of sensor S3, using the same settings as green-light
experiments. Experimental results show that FakePPG is also
effective in falsifying red-light PPG signals. The deep learning
baselines are the most vulnerable, with an ASR-S of 87.8%,
while the average ASR-S is relatively lower than attacks on
green-light sensors (81.8% vs. 91.2%). This difference mainly
stems from the red LED light’s inherent susceptibility to
external interference (e.g., motion artifacts). Even slight hand
movements can cause more fluctuations in the red-channel
PPG data compared to the green one, thereby affecting the
reference waveform for attack optimization. The sensitivity of
red light to motion artifacts is also why most wearable devices
prefer green-light sensors.

3) Sampling Frequency: Since there is a response time for
the LCM panel to adjust the orientation of the liquid crystal
molecules under changing voltages, the attack modulation rate
is approximately 100 Hz. Besides, due to the limitation of

TABLE III
COMMERCIAL DEVICE ATTACK RESULTS OF FAKEPPG

Devices & Apps HR | HRV | AFib “g‘.vef"““
isplay
Huawei Watch GT4 v (5/5) - v (4/5) -
Apple Watch Series 8 v (@4/15) | v (@3I5) - -
Samsung Galaxy 9% v'(5/5) - - v
Pulse Oximeter KS-CMO1*| v/ (4/5) - - v
Heart Health Research’ v (5/5) - V' (5/5) v
Cardiio* v (4/5) - - v

* Attack successfully (v); Feature not available (-). Tested devices include:
two smartwatches from Apple and Huawei, a Samsung smartphone with
integrated PPG sensors (#), and a medical-level fingertip pulse oximeter
from Heal Force Ltd. (). Two third-party apps: an AFib detection app
available on Huawei Watch (§) and a camera-based remote PPG (rPPG)
heart monitor on iOS (¥).

DAC bit-width (10 bits), the modulation of voltage magnitude
is also not continuous. Hence, FakePPG might be affected
by higher sampling frequencies in PPG measurement. To
evaluate this, we utilize sensor S3 to collect falsified PPG sig-
nals at 50;100;125;250;500 Hz, respectively. As illustrated in
Fig. 12(b), the attack performance is almost not influenced by
the sampling frequency. This is because PPG systems typically
perform a denoising procedure on the raw PPG signals, thereby
eliminating the discrete artifacts caused by the digital control
over the attack device.

G. Arttacks on Commercial Devices

We further verify the feasibility of FakePPG on commercial
products. Since PPG authentication is not widely deployed, we
mainly target their PPG-based heart health features.

1) Victim Devices and Systems: Various PPG-enabled
devices are involved, including two popular smartwatches
from Apple and Huawei utilizing multiple green LEDs, a
Samsung smartphone with a green PPG sensor integrated on
the back panel, and a medical-grade pulse oximeter KS-CMO1
that employs red/infrared transmissive-type PPG sensors (with
LEDs and PD on the opposite sides). We also tested two third-
party heart health apps leveraging wearable PPG sensors or
smartphone cameras. Table III lists the details of these devices
(apps). We aim to compromise their cardiac health functions,
including heart rate (HR) estimation, heart rate variability
(HRV) assessment, and atrial fibrillation (AFib) detection.

2) Attack Process: The experiments are conducted in a
well-illuminated open office environment, and the attack
parameters optimized in Section VI-B are randomly selected
to control the attack device. For smartwatches, we further
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Fig. 13. Attack setup to spoof commercial devices. To bypass the wrist
detection, we could 1) attach skin-colored silicone tape beneath the LCM
panel to simulate the light reflection of human skin, or 2) insert the thin and
compact LCM panel between the wrist and PPG sensor while wearing it.

employ two empirical techniques, as illustrated in Fig. 13,
to bypass the wrist detection, a feature that suspends all
system functions when no wrist is detected. When targeting
smartphone PPG sensors and cameras, we directly cover them
with the LCM panel during spoofing attacks. When attacking
the pulse oximeter, we insert the LCM into the cavity structure
(between the PD and LED), replacing the position of a finger.

3) Attack Metrics: We use different criteria to evaluate
attacks against these health-related systems. When attacking
the HR systems, our objective is to cause the device to display
specific erroneous heart rate readings. A successful attack
requires that the error between the falsified reading and the
expected value be below 5%. For HRV and AFib attacks,
we try to trigger the device into producing health records or
alerts for our desired heart states (e.g., false AFib symptom
alerts). For each device (system), if at least one attempt
succeeds within five trials, the device (system) is considered
successfully compromised.

4) Results and Analysis: As shown in Table III, FakePPG
successfully deceived all these commercial devices and sys-
tems, achieving overall attack success rates of 90.0% (for
HR) and 80.0% (HRYV, AFib). And most of the failed trials in
attacking HRV or AFib systems were due to stricter wrist-off
detection on smartwatches, where PPG signals deviating from
normal ranges easily triggered the interruption of ongoing
measurements. In those successful attacks, the falsified PPG
signals closely resemble authentic PPG waveforms, producing
fake heart rate readings with only 2% error from the target
values. In addition, we successfully injected both AFib risk
and normal heart condition records into the Huawei smart-
watch. We also spoofed the transmissive-type pulse oximeter,
causing its accompanying software to read fake PPG wave-
forms and heart rate. Notably, the camera-based PPG systems
(i.e., the Cardiio app) also produced similar fake readings even
though they extract PPG signals from video streams, indicating
FakePPG’s threats to the emerging rPPG systems [24], [66].
These experimental results indicate that existing commercial
wearables and PPG-based systems lack the mechanisms to
ensure the authenticity and integrity of PPG signals, which
significantly undermines their reliability and security.

VII. DISCUSSION

FakePPG is a “presentation attack” targeting PPG authen-
tication and healthcare systems from the physical domain,
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which is conceptually similar to presentation attacks against
fingerprint and facial recognition [10], [67], while it replicates
the dynamic PPG signals with the help of a special optical
device (i.e., LCM) and an efficient attack framework. Through
extensive experiments, we have demonstrated that FakePPG is
universal in falsifying cardiac information on various types of
PPG sensors, regardless of their operation mode (reflective or
transmissive) and their LED light color (green or red). Note
that infrared light (coupled with red light) is not considered
since it is used for blood oxygen (SpO2) measurement rather
than the heartbeat information we aim to falsify.

Notably, although digital-domain attacks (e.g., malware) can
achieve the same goals, they rely primarily on exploitable
attack surfaces, such as the root permissions to write or
modify PPG sensor data. Due to enhanced security measures
and OS-level data protection on mainstream products (e.g.,
Apple Watch), it is impractical to obtain these exploitable
vulnerabilities to form a complete attack path. In contrast,
our attack provides a pathway to mislead the physical PPG
sensors and then deceive the backend PPG algorithms. Since
commercial devices lack mechanisms to verify the authenticity
of sensor readings, our attack can easily bypass existing
security measures.

A. Limitations

Our attack still has the following limitations: (1) FakePPG
is currently incapable of manipulating the measurement of
those physiological parameters that require the coordination of
multiple LED lights with different wavelengths. For example,
it cannot fabricate changes in blood oxygen saturation (SpO2),
as doing so would require separately adjusting the absorption
profiles of both red and infrared light based on two completely
different parameter sets. (2) We didn’t consider the PPG signal
variations across different measurement sites. If the reference
PPG data is collected from a different site (e.g., earlobe) rather
than where the target device aims to measure (e.g., wrist and
fingertip), the attack optimization would be biased, leading to
more failures targeting PPG authentication. Nevertheless, we
can achieve mutual conversion of PPG signals from various
sites to eliminate this impact. (3) Our attack device, built with
simple and low-cost LCM components, exhibits shortcomings
in the forgery capability, such as low response frequency to
changing voltage and a limited dynamic range of fake PPG
signals. We will explore more powerful counterfeiting with
specialized equipment in future studies. (4) There is still room
for improvement in optimization efficiency and attack success
rates. In the future, we shall employ more advanced algorithms
to achieve faster and better PPG forgery.

B. Countermeasures

Although FakePPG can realistically simulate the dynamic
changes of light intensity like human skin, such attacks could
be effectively countered by redesigning the signal processing
pipeline of current PPG systems or by integrating additional
sensors from other modalities.

1) Artifacts Detection: Due to the adoption of low-cost
LCM components with limited optical modulation capabilities,
certain artifacts can be identified in the original signals as a
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Fig. 14. Illustration of a spoofing PPG signal before and after preprocessing.
The attack device adjusts its voltage at 100 Hz, while the PPG sensor S3
measures at 500 Hz. The artifacts are eliminated after denoising (bottom).

spoofing countermeasure. Specifically, since the light trans-
mittance of the LCM changes discretely under the control of
the attack device, whereas the modulation of human skin is
continuous, it is possible to detect the step-like artifacts using
PPG sensors with a sampling rate higher than the voltage
regulation speed, as illustrated in Fig. 14. Unfortunately, how-
ever, existing PPG systems typically eliminate these artifacts
through front-end signal preprocessing. Hence, the detection
of spoofing artifacts must be conducted before preprocessing.

To distinguish genuine human signals from attack-generated
fake signals, we extract the spectral features (FFT) from PPG
signals, as abrupt temporal changes in the time domain induce
abnormal high-frequency noises. We further train a dedicated
SVM classifier for spoofing detection. Under a high sampling
rate (500 Hz), the FFT features from original signals without
denoising can achieve a detection accuracy up to 99.3%, while
it drops to only 81.9% on filtered signals. The experimental
results clearly demonstrate the effectiveness of the artifact-
based countermeasure leveraging unprocessed PPG signals.

However, it should be noted that introducing additional
detection steps and using higher sampling rates also increases
the data processing burden, which is another trade-off that
must be considered in the design of wearable devices. More-
over, if attackers adopt more expensive devices with enhanced
optical modulation capabilities, the detectable artifacts may
diminish, posing greater challenges for reliable spoofing
detection.

2) Liveness Detection: Another feasible way is to incor-
porate supplementary sensing modalities. Spoofing a single
sensor is relatively easy for adversaries, while simultaneously
deceiving multiple and interrelated sensors in the physical
domain is almost impossible. For instance, we can utilize
the Inertial Measurement Units (IMU) or temperature sensors,
which are common on wearable devices, to capture the subtle
movements or temperature changes of the human body during
the PPG measurement, thus enabling liveliness detection. In
healthcare devices, measuring multiple physiological indica-
tors and analyzing their correlations can also help prevent
non-human activities. Although these methods increase system
complexity, they significantly raise the cost and difficulty of
PPG sensor spoofing attacks.

VIII. CONCLUSION

In this paper, we investigate the vulnerabilities in PPG mea-
surement and propose FakePPG, a successful sensor spoofing
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attack against PPG-based authentication and health monitoring
systems. FakePPG exploits electro-optical modulation of Lig-
uid Crystal Modulator (LCM) to mimic the light absorption
effect of human skin in the physical domain, thus inducing
PPG sensors to produce fake signals. To implement it, we
develop an attack device based on commercial off-the-shelf
electronic components and further design an automated opti-
mization and attack framework to enable flexible and efficient
forgery of PPG signals. We have evaluated FakePPG in con-
trolled laboratory settings and commercial wearable devices.
The results under various attack settings and conditions have
demonstrated the effectiveness of FakePPG in falsifying PPG
signals of arbitrary individuals and different heart states, which
poses a realistic threat to the data integrity and authenticity of
PPG-based systems.

APPENDIX A
PHOTODIODE SIGNAL-TO-NOISE ANALYSIS

Suppose the photodiode current consists of the photocurrent
I, induced by light and the dark current /,. Due to the discrete
nature of electrons and photoelectrons [68], the quantum noise
(or shot noise) is given by o, = /2¢l,B and o4 = V2ql;B,
where g is the electron charge and B is the noise bandwidth.
We further consider the Johnson-Nyquist (or thermal) noise
o; = \AkTB/R;, where k is the Boltzmann constant, T is
the absolute temperature, and R, is the shunt resistance. Since
these noises are linearly independent, the total noise can be
written as o = (0']274—0"2,4—0',2)%. Then, the signal-to-noise ratio
(SNR) of the electrical signal is defined as:

i )

(24, + 1)B + (4kTB/R,)|*

According to Equation (9), as the light intensity gets larger
(i.e., the current I, increases), the SNR of the photodiode
gradually increases. When the current /,, is much greater than
the other noise terms, the SNR becomes approximately pro-
portional to \/E. For PPG sensors, the SNR of the measured
signal is primarily affected by ambient light, environmental
temperature, and the emitted LED light of the sensor itself.

SNR = 20log
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